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Abstract. Organs-on-a-Chip (OoC) have emerged as a promising alternative to animal test-
ing and offer an innovative approach to personalised drug development. However, the rapid
advancement and implementation of OoC technologies have outpaced existing EU regulations,
leaving various privacy risks related to potential re-identification insufficiently addressed and
raising concerns regarding the responsibilities of data controllers and processors. The system-
atic review examines both the dedicated privacy risks and the technologies, such as PET DP,
and their implications for the OoC domain. The study considers privacy risks and mitigation
measures, with a specific focus on the intersection of GDPR, AIA, and the Digital Omnibus
proposal. We systematically analyse the selected corpus study across ten years (n=374),
covering a wide range of academic disciplines. By applying best-fit framework synthesis to
develop ten high-level risk categories. This study demonstrates that the approach is func-
tional for identifying and evaluating complex privacy risks in the OoC domain across diverse
EU regulations. However, the development of risk categories and their alignment with regu-
latory accuracy appear to be complex processes. The findings indicate a lack of OoC-specific,
systematically examined privacy risks that are explicitly allocated and studied, with existing
studies focusing primarily on governance and standardisation requirements. We demonstrate
the implications for interpreting the relationship between technical and legal requirements,
for adopting evolving legal definitions, and for identifying the need to utilise PETs within the
0OoC domain during the transition from research and development to industry. While we ob-
serve some consideration of privacy risks for data subjects within the dedicated OoC research
environment, these risks are not addressed in the industry domain. The study also identifies
current challenges and proposes directions for future research to strengthen technical and
legal measures, enhance data subjects’ privacy, and build resilience to re-identification risks.

Keywords: Organ-on-chips - Privacy - GDPR - AIA - Differential Privacy - microphysica-
logical systems

1 Introduction

Organs-on-a-Chip (OoC) have emerged as promising technologies that offer an alternative to ani-
mal testing and provide innovative approaches to personalised treatment [75] and drug development
[38]. OoC could be described as microphysicalogical systems (MPSs): physiological, bioengineered
systems based on microfluidic chips that contain human cells [49], [38] and emulate various specific
organ-level functions and processes [35]. OoC applications are not limited to such human organs as
lung-on-a-chip [31], gut-on-a-chip, multi-organ chip systems [68], and other essential body processes
and critical organs, such as heart [43], liver, retina, brain [57], and bones. The rapid development and
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broad applicability of OoC raise significant privacy and policy concerns, as well as ethical consider-
ations [79]. The OoC domain is inherently multidisciplinary and extends beyond materials science,
integrating techniques and technologies from biology, engineering, policy, physiology, and computer
science. Beyond technical challenges, the OoC domain faces significant issues with standardisa-
tion, taxonomy, and data reporting [59]. This multidisciplinary nature broadens the applicability
of research findings across diverse domains and fosters collaboration that improves scientific, tech-
nical, and clinical outcomes, particularly regarding privacy. Such collaboration represents a rapidly
demanded trend within the European Union (EU) [65].

Within current EU regulations, the processing of health and genetic data, classified as special
category data (Art. 9, GDPR), requires strict compliance with core principles such as purpose
limitation, data minimisation, and storage limitation. Responsible data controllers, processors and
relevant third parties are required to safeguard data subjects’ rights and privacy throughout the
entire data processing lifecycle. To meet regulatory requirements and mitigate privacy risks such
as data linkage and re-identification, privacy-enhancing technologies (PETs) are essential. PETs
utilisation is particularly significant for processing data from human-derived samples and molecular
readouts [I4], as well as for enhancing privacy and enabling secure data transfers among partners
and third parties [19], [54], [6].

However, regulatory frameworks and PET-based support for OoC implementation remain un-
derdeveloped [82], [71]. In particular, privacy risks related to the potential re-identification of coded
or pseudonymised donor data, as well as the responsibilities of data controllers and processors,
require further investigation. These challenges significantly impact the OoC domain [79], especially
in applications such as personalised drug development [73]. Although consent, data transfer, and
accountability pose some of the most challenging privacy risks to forecast and control [3], these
areas require further analysis. Building on these considerations, current approaches to biomedical
data mainly address and encode privacy risk through governance requirements, such as controlled-
access repositories [45], and treat PETs primarily as a complementary layer for specific data flows
and use cases [I4]. The increasing integration of Al-driven methods and the use of complex, high-
dimensional, and sensitive datasets further exacerbate this gap.

Furthermore, despite extensive academic attention to privacy-preserving methods and regulatory
compliance [14], [II], a comprehensive systematic literature review (SLR) and critical analysis
examining the intersection of the OoC domain with current and emerging EU legislation remains
lacking. Specifically, there is limited research that systematically maps the impact of the General
Data Protection Regulation (GDPR) [25], the EU Artificial Intelligence Act (AIA) [26], and the
Digital Omnibus proposal [20] on privacy risk management, with particular attention to the PETs
such as differential privacy (DP) [I8] and evolving interpretations of the concepts of personal data
and the applicable thresholds for anonymisation.

The objectives of the current study are threefold: (1) to address the lack of systematic reviews on
privacy risks at the intersection of OoC technologies and emerging EU regulations; (2) to study risks
affecting data subjects and data controllers and to provide recommendations on PET-based miti-
gation strategies; and (3) to identify research priorities and practical implications for organisations
involved in privacy and data protection.

To enhance understanding of the current state of the art, we conduct an SLR utilising academic
evidence relevant to the objectives of this study. The review is conducted in accordance with recog-
nised guidelines [41], emphasising privacy risks and mitigation strategies within the OoC domain,
and discussing the interactions among the GDPR, AIA, and the Digital Omnibus proposal. Our
SLR is guided by the following research questions (RQs):



Title Suppressed Due to Excessive Length 3

— RQ1: What privacy risks emerge in the OoC domain within the EU regulations? By answering
RQ1, we aim to identify, describe, and classify privacy risks in the context of the OoC domain,
and to provide an overview of identified risks.

— RQ2: How and to what extent do PETs utilised in the OoC domain mitigate privacy risks?
By answering RQ2, we account for the applicability and necessity of PETs in mitigating the
identified privacy risks in the OQoC domain and examine the mitigation strategies reported for
addressing these risks.

The analysis examines the privacy risks associated with the OoC domain and discusses the corre-
sponding mitigation strategies. It also debates risk management insights that address the identified
privacy risks, considering EU regulations and interpretations of recommendations from data protec-
tion authorities. Our findings are intended to support practitioners and researchers by facilitating
the broader adoption of OoC technologies and PETs while reducing privacy risks for data subjects.
Furthermore, these insights support policy and standardisation efforts, enabling diverse stakehold-
ers to meet goal-based EU regulatory requirements across multiple domains. The systematic nature
of the review supports the reproducibility of the study and enhances the applicability of the anal-
ysis for practitioners, policy-makers, and technical and legal experts, while also facilitating further
academic research.

This study delivers four principal contributions at the intersections of the OoC domain, EU
regulations and privacy risks: (1) We investigate and uncover the complexity of privacy risks in
the OoC domain and organise them into dedicated privacy risk categories. (ii) We demonstrate the
applicability of the best-fit framework synthesis for conceptualising high-level privacy risk categories.
(iii) We highlight the importance of the proposed analysis, alongside EU goal-based regulations
(GDPR, AIA, Digital Omnibus proposal), to assess privacy risks for data subjects in the OoC
domain. (iv) We provide evidence of the urgent need to consider privacy risks in the OoC domain
and to develop policy requirements that address emerging risks from the early stages of development.

The remainder of this study is structured as follows. Section 2 establishes the context, back-
ground, and related work, including key definitions and concepts. Section 3 outlines the research
methodology and details the SLR, process. Sections 4 and 5 present the results and discussion,
respectively. Section 6, 7 presents the limitations and conclusion.

2 Background

00C is a multifaceted research domain, particularly focused on advanced tissue culture models.
The development of OoC can be traced back to the 1960s and to related research on micro-
electro-mechanical systems [I3]. The promising OoC technology challenges existing experimental
approaches and advances knowledge of human biology and diseases [50], including the discovery and
testing of new drugs, with specific personalisation to the human subject. Accordingly, this section
outlines the relevant intersections among privacy, OoC technologies, and EU regulation.

Privacy Risks and Mitigation Privacy challenges and implications associated with biomedical
data have evolved significantly over the past several decades and remain complex [I4]. These is-
sues are shaped by multiple factors, including technological advancements and the expanding role of
biomedical data, particularly in personalised drug development within the OoC domain. On the one
hand, privacy concerns persist and continue to expand into new biomedical domains; on the other
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hand, the EU aims to clarify and navigate the associated privacy risks, including the responsibili-
ties of the respective stakeholders, by developing and implementing tailored, applicable regulations
(GDPR, ATIA, Digital Omnibus proposal). The expansion of large-scale biobanks, biomedical tech-
nologies, and associated data repositories, along with the increased sharing and distribution [62]
of personally identifiable information (PII), further amplifies privacy-related challenges. Given the
complexity and scope of genetic and related biomedical data, privacy violations may affect entire
families [32], [I7] or span multiple generations. Furthermore, as reported in [21], preserving the full
utility of original data while mitigating privacy risks remains an unresolved challenge. Moreover, the
structural complexity of genetic data presents significant challenges for assessing re-identification
risk and implementing effective privacy safeguards. As explained in [74], the corresponding risk
re-identification assessment to guide data processors, particularly for genetic data, is not yet avail-
able. Furthermore, to address the varying legislation across jurisdictions, data processors are not
required to fully disclose the referenced risks [74]. However, as further argued in [I0], the methods
utilised must go beyond adopting technical and organisational methods applied to genetic data,
which are more likely to fulfil the legal requirements. This partly underscores the importance of
PETs in addressing privacy risks and the complexity of fulfilling imposed regulations.

Practitioners have employed a range of strategies to address privacy risks. The significant role
of PETs is widely recognised across various application domains [40]; nevertheless, their adoption is
complex and factor-dependent. The configuration and selection of PETs [56] facilitate and establish
appropriate protection of clinical or genetic privacy, and support collaboration among a distributed
network of healthcare institutions, seeking to develop AI models for further personalised drug and
medicine development. Nevertheless, as reported [56], in the absence of concrete measures related to
standardisation, policy, or technical or organisational measures to address privacy risks, improper
selection and adoption of PETs may outweigh the benefits of their integration into clinical workflows.
This makes the selection and adoption of PETs a relatively complex exercise for the OoC domain.

Current approaches to biomedical data predominantly address privacy risk primarily through
governance requirements, focusing on controlled-access repositories [45]. These measures are pri-
marily implemented during the data storage and data utilisation stages of the privacy-preserving
lifecycle of medical data [47]. This highlights the importance of PETs, such as DP, for the remaining
stages (data publishing and data mining) of the referred lifecycle. Integrating governance controls
with DP, despite inherent trade-offs and complexities [56], [4], can substantially enhance privacy
management by addressing privacy risks continuously at each stage of the relevant lifecycle. To-
gether with a legal opinion, privacy risk requires case-by-case consideration and largely converges
on the notion of singling out/re-identification under the GDPR, whereas, under the AIA, it is ad-
dressed from a risk-management perspective [4]. In this sense, DP demonstrates one of the most
practical approaches to addressing a range of privacy risks and related attack vectors. Collectively,
DP provides formal privacy guarantees for addressing certain privacy risks, supporting its inclusion
in the current study.

EU Legislation GDPR does not separately define genomic data as a special category; rather,
genomic data will generally be qualified as genetic data (Art. 4(18), GDPR). In addition, it could
be related to health data (Art. 4(15), GDPR) when it reveals health-related information. Art. 9,
GDPR defines genetic data and health data as special categories of personal data. Under Art. 9(1),
GDPR, the processing of these data is prohibited, unless the exemption under (Art. 9(2), GDPR)
applies. In the OoC context, related genomic data can be generated or arise from various sources
and experimental outputs [72], [36], including, but not limited to, the patient-derived cells, disease-
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specific variants, and omics readout. To maximise the value of such data and translate them into
practical, tailored medicine, these data may be shared, for example, among institutions and labs,
with the limitations discussed [52].

Furthermore, given the OoC context and the previously discussed GDPR constraints, when
such genetically related data are reused [9] for secondary research purposes or shared via biobanks,
platforms, institutional or research infrastructures, and repositories, these activities may require
an additional assessment of the applicable legal basis. This includes considerations of applicable
exemptions under (Art. 9, GDPR) and further clarification of controllers’ roles and implementation
of corresponding safeguards. Such safeguards include pseudoanonymisation, access controls, purpose
limitation, data minimisation and governance measures, unless the data are fully anonymised. Full
anonymisation may, however, introduce the trade-offs and restrictions discussed previously. For these
reasons, PETs, such as DP, serve as appropriate technical and organisational measures and may be
interpreted as reasonable safeguards under (Art. 89(1), GDPR). Such safeguards are particularly
critical [71] when applied to the genetic data in biobanks and utilised within the OoC domain.

Current EU legislative regulations, including various data protection agencies’ opinions and rec-
ommendations [23], [27], [22], as well as the Digital Omnibus proposal, aim to facilitate and clarify:
(a) increased transparency for data controllers and processors, and (b) the interaction between the
ATA and the GDPR. These efforts also seek to enhance privacy protections for data subjects by
strengthening safeguards for sensitive data while providing reasonable, controlled access to diverse
entities. Nevertheless, despite significant attention from academia and industry, the implications of
these regulations for privacy and data protection remain (a) insufficiently examined, and (b) com-
plex and challenging to implement. When processing occurs under public interest (Article 6(1)(e)
GDPR) or legitimate interest (Article 6(1)(f) GDPR), further safeguards defined in Article 9(2)(j)
GDPR must be implemented. Furthermore, Al systems utilised in these contexts must be evaluated
under the ATA, particularly where high-risk classification or validation requirements apply.

ATA does not directly apply to OoC technologies; rather, it applies where an OoC-related ap-
plication qualifies as an Al system within its scope and its associated risks (Recital 26, AIA). As
highlighted in [53], AI systems used as medical devices or as components of medical devices may
fall within the high-risk category and therefore be subject to stricter requirements. Furthermore, as
outlined in Art. 10(5)(b) and (c), it is required to enforce “the special categories of personal data
are subject to technical limitations on the re-use of the personal data, and state-of-the-art security
and privacy-preserving measures, including pseudonymisation” and “the special categories of per-
sonal data are subject to measures to ensure that the personal data processed are secured, protected,
subject to suitable safeguards...” to prevent missues or unauthorised use. Although Art. 10, AIA
overlaps with the GDPR, the ATA does not displace the GDPR requirements applicable to health
and genetic data, including where such data are processed strictly for research and development
purposes. Nevertheless, it raises further concerns that training on data from biobanks can increase
privacy risks, including attacks such as inversion, membership inference, and data leakage through
model updates, which are not related to the breach of the original dataset. These risks may be
addressed, at least in part, through DP, within declared drawbacks [46].

The following observation of the Digital Omnibus proposal is subject to critical review and
should be approached with caution, given the ongoing legislative process. Furthermore, academic
sources assessing the implications of the Digital Omnibus proposal are limited. Nevertheless, we
aim to highlight the most relevant changes that may affect the OoC domain. The Digital Omnibus
proposal presents significant modifications to the definition of personal data under Article 4(1),
which have already attracted objections regarding its adoption [24]. If the proposal is adopted in its
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original form, diverse OoC actors may face increased scrutiny to demonstrate that their data are non-
personal. This will require additional effort to document and defend the classification of non-personal
data. Although the proposed improvements aim to reduce privacy risk by imposing obligations on
OoC actors, these obligations may simply be transferred to downstream actors without effectively
reducing privacy risk.

The OoC domain is particularly exposed to this uncertainty because data often move across
a multi-stakeholder ecosystem that includes researchers, platform developers, biobanks, clinical
partners, commercial providers, and regulatory users. In these settings, related data can generate
derived datasets, sensor streams, imaging outputs, omics profiles, and Al-ready analytical outputs,
making the classification of data as personal, pseudonymised, anonymised, or non-personal highly
context-dependent.

Related work Unfortunately, biomedical data inherently contain personal and sensitive informa-
tion, which can enable the identification of individuals [52]. Even when such data are coded or
pseudonymised, linking them with other datasets can enable the re-identification of individuals,
including individuals represented in small samples, due to ongoing technical advancements [60].

The authors [83] systematically assess security and privacy risks associated with biomedical
data, focusing on the period from 2014 to 2025. Their approach addresses privacy concerns across
the entire data lifecycle, from development frameworks to data analysis, utilising both the CIA E|
and NIST frameworks. A notable contribution of this work is the assessment and classification of
health data by sensitivity. This classification is particularly relevant to the OoC domain, although
its broader applicability remains unclear. However, the proposed framework has been validated
solely through a case study, while real-world validation is pending. Although the review aims to
encompass both EU and non-EU regulations; however, the focus on the GDPR is limited and does
not address the AIA or the Digital Omnibus. Similarly, the review [I] examines broad issues of
security and privacy in health data, with limited emphasis on EU regulations such as GDPR. The
reviewer covers studies up to 2022 and underscores the significance of privacy risks.

Complementing the broader reviews discussed above, [77] primarily focused on identifying and
examining existing methodologies for Privacy Impact Assessments (PIAs) and Privacy Risk Assess-
ments (PRAs). The analysis demonstrates a lack of systematic evaluation and a need for further
industry validation. Likewise, review [37], also highlights the need for further research on PIA
methodologies. It confirms that existing approaches require further streamlining, as their complex-
ity impacts privacy engineering practice.

Beyond privacy assessment methodologies, several reviews have examined anonymisation tech-
niques and PETs. A mapping review conducted in 2020 [84] provides a comprehensive overview of
software artefacts, conventional anonymisation techniques, and PETs. The review identifies several
important research gaps, including the trade-off between achieving robust anonymisation and pre-
serving data utility; the challenges of implementing robust anonymisation in the healthcare domain
due to the high risk of re-identification; and the limited empirical validation of existing methods
in real-world industrial settings. Similarly, the study [I4] provides a comprehensive overview of the
roles of various PETs and related techniques, such as private information retrieval (PIR) and pri-
vate set intersection (PSI), in mitigating privacy and security risks, underscoring the significance
of PETs in the biomedical domain.

! confidentiality integrity availability
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The privacy trade-offs associated with synthetic data have also been evaluated across different
implementation approaches [33]. These findings are broadly consistent with those reported by [48],
which further emphasise the importance of PETs, including DP, while highlighting the complexity
and multifaceted nature of biomedical data.

Beyond privacy and confidentiality implications, the study [79] also raises concerns about broader,
unaddressed issues, such as potential re-identification through dataset sharing and cross-border data
transfers (EU/non-EU and vice versa). The study systematically examines ethical challenges asso-
ciated with OoC, emphasising the limited attention given to a) consent and re-consent measures,
b) standardisation and governance issues, and c) environmental and sustainability impacts.

In summary, existing research has not yet produced an SLR that addresses privacy risks in the
00C domain within the context of the evolving EU regulations. Existing reviews primarily focus
on biomedical privacy, risk management, privacy impact assessment methodologies, PETs, and
ethical concerns in isolation. Thus, there remains a lack of a comprehensive synthesis integrating
the perspectives discussed within OoC, highlighting the urgent need for the present study.

3 Systematic Literature Review Protocol

3.1 Method

To perform SLR, we follow the approach of Kitchenham [39)] to collect, structure, and summarise
related evidence and gaps in the previously referred domains. SLR aims to provide a rigorous
and auditable methodology that could enable validation, review, and replication [4I]. SLR aims
to answer and map the information retrieved from selected datasets of studies on privacy risk and
risk management for OoC in the EU, considering DP and GDPR, AIA, and the Digital Omnibus
proposal.

3.2 Identifying relevant work

Following the guidelines [39] and recommendations [58] to ensure systematic and methodological
rigour. The conducted SLR aims to map information from academic studies on privacy risks and
mitigation strategies concerning OoC against the introduced legislation.

The initial phase of the SLR (Fig.1) consisted of defining search queries for the selected
databases. Based on the study’s objectives and research questions, the search was limited to the
following domains: privacy risk, risk management, OoC, GDPR, AIA, and the Digital Omnibus
Proposal. A two-part search query was developed to address both the OoC and privacy domains
and was applied to author keywords, metadata, and all available searchable fields. These keywords
were derived from the defined RQs, and the privacy-related key block was adopted from IEEE S&P
2026 topics of interest. The search strings and queries were tailored to accommodate the specific
capabilities and interfaces of each database. In addition, search keywords before conducting the
final run of searches were tested with various combinations across all targeted databases. Once the
primary and final search queries were finalised, the search strings were structured into two parts:
Part 1 addressed OoC, while Part 2 addressed privacy and related aspects. Consequently, the final
search queries (Table 1) reflect the domain under study and the corresponding database-specific
adaptations.

Beyond the OoC domain, specific terms were added, and the scope was broadened to include the
various specific OoC chips elaborated in Section 2. SLR was conducted by searching and selecting
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Fig. 1. SLR methodology overview adapted from [42]

Table 1. Summary of search criteria, databases, initial results, and final sample

Search criteria Database Initial Final Ref.

KEY: Part 1 AND ALL: Part 2 ACM Digital Library 2 - -

FULL: Part 1 AND ALL: Part 2 IEEE Xplore 50 3 &1, [76], [8]

ALL: Part 1 AND ALL: Part 2 Web of Science 120 4 9, 34,
1291, [30]

KEY: Part 1 AND TITLE-ABS-KEY: Part 2 Scopus 105 3 2], [64], 1

Part 1 AND Part 2 SpringerLink 105 3 [63], 28],
[78]

Note: Part 1: “organ?on?chip?’ OR “organ?on?a?chip?’ OR “microphysiological system?” OR “tissue chip?’ OR
“multiorgan-on-chip” OR “multi-organ-on-chip” OR “blood-brain barrier chip” OR “gut-on-chip” OR “lung-on-chip” OR
“kidney-on-chip” OR “liver-on-chip” Part 2: “privacy” OR “data protection” OR “personal data” OR “health data” OR
“patient data” OR “biomedical data” OR “risk assessment” OR “risk management” OR “GDPR” OR “AI Act” OR “privacy-
enhancing technologies” OR “privacy enhancing technologies”

potentially relevant articles from the academic databases E| using the search query (Table 1) and
the complete SLR process shown in Fig.1. The search process, conducted in the second quarter of
2026, was designed to identify studies published from 2016 onward. Our initial search across the
selected databases yielded 374 studies.

3.3 Filtering and Final Dataset

We screened all initial studies against our inclusion criteria and the scope of our analysis, as shown
in Fig.1. The first iteration excluded 50 duplicates, potentially due to overlap across academic
databases, resulting in 324 studies. For the remaining studies, we screened abstracts, including
titles. Guided by our inclusion criteria, we aim to include any full-length academic study that (i)
is written in English, (ii) covers topics related to the privacy and OOC, and (iii) utilises sensi-
tive or personal data and is a primary study. The primary exclusion criteria are studies that do
not address the research questions, duplicate titles, articles published as position papers or posters,
articles unavailable through the university subscription, and articles not written in English. Further-
more, to ensure reliability in the filtering and selection process, the researcher utilised a literature
management platform, such as Rayyan [55].

2 https://dl.acm.org, https://ieeexplore.ieee.org, https://www.scopus.com,
https://www.webofscience.com, https://link.springer.com
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Each researcher independently and in a blinded manner coded the same set of 49 studies (15%
of the dataset after deduplication), determining relevance by reviewing the title & abstract. The
results were then compared and discussed until a consensus was achieved. The agreement between
the researchers produced a Cohen’s kappa value of 0.58, while the observed percentage agreement
was 87.8%, indicating moderate inter-rater agreement. Subsequently, one researcher reviewed the
final subset of studies and consulted another researcher only for studies with uncertain eligibility.
This process resulted in the exclusion of 11 studies that did not meet the inclusion criteria after
full-text assessment.

Following filtering and deduplication, an additional forward searclﬂ phase was conducted to
identify further relevant studies. This process yielded 3 additional studies, bringing the final dataset
to 16 studies. Final dataset consists of 16 studies, partly summarised in Table 1, as shown in Fig.
2a demonstrated the historical trend within the dataset. Fig. 2b report on the distribution of papers
addressing privacy compared to the OoC. Academic contributions on the DP were underrepresented
in the final dataset, with only two studies referencing this topic.

3.4 Dataset extraction and analysis

As discussed in §2, privacy challenges and risks within the OoC domain - including risk identifi-
cation, mitigation, and the privacy—utility trade-off associated with PET implementation - remain
insufficiently addressed. This issue is particularly significant given the increasing adoption of OoC
technologies and the domain’s primary emphasis on privacy risk governance, including the selec-
tive implementation of PETs, as noted in §1. Given that an OoC-specific privacy taxonomy and
corresponding risk categories are not well established, this review develops provisional privacy risk
categories that can be utilised in the current review and further examined for broader transferabil-
ity. Since the primary objective of this study is to examine privacy risks in the OoC domain, a
systematic and traceable process is required to develop an initial list of privacy risks and to ensure
transparency across the domain. Developing these privacy risks requires substantial effort and may
involve a degree of subjectivity, given the aims of the current study. This consideration motivates
the adaptation of a qualitative hybrid best-fit framework synthesis [12], supplemented by descriptive
quantitative mapping of reported evidence based on established aspects and concepts of privacy
risk categories (rather than adapting and tailoring privacy risks to the OoC domain), as detailed
below. We argue that the approach selected in the current study provides a more transparent and
structured overview of high-level privacy risk categories in the OoC domain by considering multi-
ple aspects and integrating multiple perspectives. It also provides a foundation for the subsequent
refinement and further validation of the relevant privacy-risk categories. The selected approach is
subject to the limitations discussed in §7.

As noted above, existing academic studies do not provide an OoC-dedicated privacy taxonomy or
corresponding privacy risk/categories; therefore, the methodological design was informed by several
complementary pieces of evidence. First, the study [44] demonstrates how Al privacy risk can be
developed, including the adaptation of a chosen methodology for establishing AT risk taxonomies
[69]. The demonstrated applicability of this methodology to the privacy domain motivated efforts
to address the heterogeneity of privacy risks within the OoC domain. Second, in agreement with
the CNIL [I5], by informing with the explanation of privacy risk: ...” What is a privacy risk? A
risk is a hypothetical scenario that describes a feared event and all the threats that would allow this

3 Backward search was excluded mainly due to its recent emergence, applicability to the OoC domain, and
limited academic contributions, particularly at the intersection of privacy and legislation
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”

to occur...” and acknowledging the importance of privacy threat resources [67]. We opted for a
hybrid best-fit framework synthesis [I2] rather than a fully inductive thematic synthesis, which led to
the development of high-level privacy-risk categories from heterogeneous evidence, applicable to the
OoC domain (Table 2). Note: This approach was selected instead of directly adopting privacy risks
from existing academic studies or mapping them to Solove’s Taxonomy [70] due to the heterogeneity
of privacy risks, the overlap among referenced risks, and the current study’s previous unsuccessful
attempts to apply these risks objectively across legal, technical, and biomedical domains.

An overview of the analysis protocol outlines its phases and relevant comments as applied to
the final SLR dataset, which is shown in the first phase (Table 3). The development and analysis
of the high-level privacy-risk categories consisted of several phases and are discussed further below.

Phase 2 focused on developing the a priori source-layer framework (§10, Table 3), identifying
the fixed analytical function for each source layer, and extracting the analytical outputs contributed
by each layer. This process aligns with the best-fit framework synthesis, in which related frame-
works, concepts, and theories are identified and represented by reduced key elements in the a priori
framework. Priori framework includes six source layers: [L1], LINDDUN [80] served as the primary
technical taxonomy of privacy threats, clarifying concepts such as linking, identifying, detecting,
information disclosure, unawareness, and non-compliance. Note: Non-repudiation is omitted. [L2],
WP29 Opinion 05/2014 [5] guided the EU identifiability dimensions of singling out, linkability,
and inference. Note: concepts highlighted are anonymisation/identifiability evaluation criteria. [L3],
GDPR rights-based risks included transparency, purpose limitation, accountability, data-subject
rights, and residual risk. [L4], ATA provisions addressed Al-related risks across the AT lifecycle and
data governance. [L5|, Digital Omnibus proposal utilised as an emerging legal context for uncer-
tainty regarding the scope of personal data and the classification of pseudonymised or derived data.
[L6], Privacy attacks and associated DP mitigation considerations informed the layer, including
membership inference, reconstruction, model inversion, and statistical leakage. Note: DP may mit-
igate the referred attacks. The CEN/CENELEC OoC roadmap [13] was treated as a cross-cutting
relevance lens and utilised as domain justification for applying these categories to OoC contexts
involving human biological materials, associated data, data sharing, and multi-actor governance,
rather than as a privacy-risk taxonomy. The referenced concepts were then utilised in Phase 8 to
develop provisional candidate privacy risk concerns.

Phase 8 is devoted to the development and retention of provisional risk codes (§10, Table
5); in simple terms, it converts analytical outputs from the six source layers and OoC/domain
context into candidate privacy concerns and groups them by shared privacy-risk mechanisms. This
phase makes a considerable contribution to the development of risk codes (R1-R10), which includes
several steps: risk candidate concerns, grouping mechanism, retention rule, traceability, and finally
harmonisation into high-level risk categories. We aim to keep (retain) the privacy risk concern
only when three elements can be specified. It means satisfying each of the following elements (risk
mechanism, source anchor/evidence and OoC pathway). Traceability rule applies following this
trace: source anchor — risk mechanism — OoC pathway — privacy consequence — provisional risk
code. Note: Closely related terms were grouped when they shared the same privacy-risk mechanism.
We utilise the term risk mechanism [I6] in a limited analytical sense, informed by mechanism-
oriented reasoning in realist evaluation, to mean the privacy-relevant pathway through which an
0OoC data-processing context can create a privacy exposure, harm, or legal risk. The present review
does not claim to conduct a full realist evaluation; rather, the term is used to explain how a privacy
risk arises in context. We also use the term source evidence/anchor as an operational term to
denote the recognised concept, category, legal criterion, or technical attack model that grounds a
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Table 2. Privacy-risk categories (R1-R10) traceability matrix

Risk [L2], |[L6], DP
[L1], LIND WP29 [L3], GDPR  [L4], AIA [L5], Digital OoC
DUN Omnibus relevance

R1 v v '4 D v D v
R2 v v v D v D v
R3 q) v v v D v v
R4 v D v D D D v
R5 v D D q) 4 v v
R6 4 v '4 q) 4 v v
R7 ) ® v D D — v
RS8 v — v D 4 — v
R9 v — v v 4] — v
R10 4 v 4 q) v q) v
Legend: v = direct coverage; (J) = partial, indirect, or conditional coverage; — = not identified as a distinct category

Note: This matrix inform the source-layer support for the provisional R1-R10 codes after the risk-code development and
retention step. It is a traceability table, not a second coding scheme. The columns should not be interpreted as equivalent
taxonomies: LINDDUN provides privacy threat types, WP29 provides anonymisation and identifiability criteria, GDPR
provides rights-and-freedoms and accountability relevance, the AIA provides Al lifecycle and data-governance relevance,
Digital Omnibus proposal - provide emerging personal/non-personal data-scope context, DP informs technical privacy-
attack mechanisms, and OoC relevance provides domain plausibility

retained privacy-risk category in a priori framework. The priori layers were connected through risk
mechanisms rather than through word similarity. For example, R1 was retained because LINDDUN
identifying, WP29 singling out, GDPR personal-data scope, Digital Omnibus scope uncertainty, and
OoC donor-specific data all concern the mechanism by which a person, donor, or sample can be
distinguished or re-identified.

Phase J provides traceability between the retained R1-R10 categories and the layers of the a
priori source-layer framework. The retained R1-R10 privacy-risk categories developed in Phase 3 are
mapped back to the source layers in the traceability matrix (Table 2). Each retained risk category
had to have: (i) a clear privacy-relevant mechanism, (ii) at least one source of evidence/anchor from
[L1]-[L6] within an established privacy, legal, or technical framework, and (iii) plausible applicability
to the OoC domain. Phase 5 details the pilot coding process conducted on the test dataset (n=4)
representing approximately 25% of the final corpus. This phase assesses the applicability of R1-R10
across the selected evidence. The pilot sample includes studies related to the OoC, privacy and the
EU legislation domains. After the pilot sample corpus coded against R1-R10, the Moderate (M)
option was included in the final coding phase because it more accurately represents the realistic
characteristics of high-level risk categories. Additionally, R5 demonstrated moderate applicability
and was selected for further refinement. The review was conducted by a single reviewer; ambiguous
cases were revisited after a time delay rather than being treated as independently adjudicated. Phase
6 is devoted to coding the final SLR dataset against the high-level risk categories after the pilot
coding and refinement of Phase 5. Additional quality control measures were implemented; however,
these adjustments were minor and did not modify the risk categories established in Phase 4. The
operational codebook for coding is presented in Table 7. Note: An Excel workbook served as the
primary instrument for recording the coding decisions. Overlap rules require further clarification.
Phase 7, as reported in §4, presents the distribution of the identified risk categories, their allocation
by study ID and the general demographics of the included studies. The following sections provide
further details on these aspects.
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Table 3. Overview of the multilayer coding framework development process adapted from [12]

Phase Name Outcome Comments / Methodological flow
1 Dataset overview §3.1 Table 1 search — screening — eligibility — final included
studies
2 A priori source-layer §9, Table 5 L1-L6 source layers — deductive concepts
framework Cross-cutting domain lens: OoC/CEN-CENELEC
relevance — domain plausibility
3 Provisional risk-code §9, Table 6 Source concepts + OoC contexts — candidate
development and retention concerns — mechanisms — provisional codes
4 Multilayer traceability §2, Table 2 R1-R10 — mapped back to L1-L6 4+ OoC relevance
matrix
5 Pilot coding and framework §9, Table 7 Provisional codebook — pilot subset — refinement
refinement
6 Full coding and quality §9, Table 7 Estabilised R1-R10 codebook — final coding
control
7 Results synthesis and §4 Coded dataset — frequencies + qualitative
reporting interpretation
4 Results

Privacy risks in the OoC domain have received limited explicit attention compared to the ethical as-
pects in the reviewed academic literature. However, several emerging privacy-related concerns were
identified. The limited focus on privacy risks appears to be partly attributable to the predominantly
research-oriented context in which OoC technologies are currently developed and applied.

Firstly, the reviewed studies generally aimed to address OoC applications in controlled research
environments for research purposes. Where an exemption from GDPR is due to the Art. 9(2) are
aimed at being established.

The processing and sharing of sensitive data, biological samples, experimental outputs, and asso-
ciated (meta)data beyond the original research setting were discussed only to a limited extent. When
data sharing, biobank integration, or dataset combination was reported, these activities typically
occurred within institutional research settings or under specific agreements between participating
entities.

Second, the reviewed literature, in addition to technical OoC implications, identified the volume,
complexity, and heterogeneity of OoC-related data as technical barriers to the prompt distribution,
integration, and analysis of data across institutions. Inconsistent approaches to data labelling, stor-
age, metadata description, documentation, and experimental reporting were also observed. These
limitations reduced the interoperability and reusability of data across diverse stakeholders. Simul-
taneously, limited interoperability appeared to restrict linking datasets from different sources and
could therefore indirectly reduce certain privacy risks.

The findings also demonstrate that the absence of standardisation and interoperability efforts
may have a dual effect. Greater consistency in data collection, labelling, storage, and metadata can
improve data quality, reproducibility, and reuse. However, such consistency may also facilitate the
combination, comparison, and linkage of sensitive data and related datasets, such as biobanks. This
may increase the likelihood of identifying, profiling, or inferring information about data subjects
when OoC data remain linked to donor, clinical, genomic, or other sensitive information.

Inconsistencies in data standardisation were found to impact the development of tailored and
personalised medicines and computational models used in drug development and validation. Lim-
ited interoperability reduced the transferability and reuse of data between laboratories and made
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Table 4. Risk categories matrix

Study ID Year Ref. R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 Total
Po1 2019 B v v Vv Vv — Vv — — — v 6
P02 2025 [63] — M M — — — M — M — 0
P03 2025 [79) v Vv VvV VvV — — vV v v v 8
P04 2025 B4 — M M v — M M M M M 1
P05 2025 9 — M M v — M M M M — 1
P06 2022 2] M M M M 0
PO7 20200 )] — M M — — M — — M — 0
P08 2025 [64 — v v M — M v v M — 4
P09 2026 [[] — v M v — MM v v M 4
P10 2025 [6] — M M M — M — M v — 1
P11 2024 B — M MM — — M M M M 0
P12 2023 ] — v M v — — — — M M 2
P13 2019 8] — v v — — M — v — 3
P14 2026 [51] M v v v — M — — — — 3
P15 2026 [61] v v Vv Vv — — — v v v 7T
P16 2026 [66] v v v M — — — v v — 5
Total 4 9 7 8 0 1 2 5 6 3

Note: (v') indicates that the risk category was included; (—) in-
dicates excluded; (M) denotes partial or indirect coverage. Counts
are provided exclusively for the (v') category

cross-dataset linkage more difficult. The examined studies, therefore, revealed a tension between
enhancing the scientific value of OoC data and limiting the privacy risks associated with broader
data integration.

Applications involving (exp)AI, ML, DL, virtual organs or dedicated OoC systems, and related
computational technologies, including algorithmic artefacts, were commonly described as developed
or evaluated within bounded research environments. Privacy implications were less frequently ad-
dressed regarding the subsequent deployment, external distribution, or service-based availability of
these artefacts, systems and OoC devices. The potential privacy risks associated with the transition
from R&D development to wider implementation were therefore not examined systematically in
the reviewed literature. This might also result from a multistage experimental environment with
multiple phases, specifically applicable to the biomedical and OoC domains.

Only a limited number of the reviewed studies explicitly addressed data-governance mechanisms
or privacy-preserving computational approaches. Federated learning was identified as a prominent
utilisation of PETs, as well as the governance model applied to sensitive data. However, the reviewed
studies provided limited discussion of the additional safeguards required to protect model updates,
outputs, and other information exchanged during federated learning.

DP applications in the OoC domain remain limited and unrepresentative. Analysis indicates
that DP utilisation in the OoC domain remains largely unexplored, owing to the importance of
preserving biological fidelity and to uncertainties regarding the data-utility trade-off in this do-
main. These factors may partly explain the limited utilisation of DP in the reviewed studies. The
absence of formal privacy-preserving mechanisms was particularly evident in scenarios involving
cross-institutional data sharing, model distribution, and the potential public release of research
data.

Finally, the primary regulatory focus of the reviewed studies was on legislation tailored to
medical devices and other sector-specific or federal laws applicable to the OoC domain, including
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aspects related to toxicity and FAIR principles. Limited attention is given to EU legislative norms
that underscore data subjects’ rights, due to a) taxonomy issues applied to the OoC domain, b)
uncertain mechanisms to track data subjects’ rights in a research environment and c¢) the necessity
of data processors to demonstrate fulfilment of requirements where applicable.

4.1 SLR overview

Across all studies, nine of the ten risk categories were directly represented in at least one study,
while risk category R5 was not identified in any study. R2 was the most frequently included
risk category (n=9, 56.3%), followed by R4 (n=8, 50.0%) and R3 (n=7, 43.8%). Across the 160
possible study-risk combinations, 45 (28.1%) were coded as directly included (v') and 65 (40.6%)
as excluded. The (M) indication accounted for 31.3% of all coding decisions and 52.6% of the 95
instances in which a risk category was represented, either partly or indirectly. Based exclusively
on the directly included categories, studies contained an average of 2.81 risk categories out of 10,
corresponding to an average direct coverage of 28.1%. The analysis identified a persistent gap in
the RS risk category, as reflected in the study-level coding matrix, and limited direct coverage of
R6 (n=1, 6.3%). The high proportion of M classifications indicates that privacy risk categories were
frequently acknowledged only indirectly or incompletely. All studies were published after the GDPR
came into force in May 2018. Publications from 2025 and 2026 comprised 62.5% of the assessed
study corpus.

Overall, applying the best-fit framework resulted in a consistent coding pattern. However, the
substantial number of (M) indications for R6 demonstrates that reporting of the privacy-risk cat-
egory remains fragmented and frequently implicit, or shows high overlap between categories due to
the high-level perspective. Refining the codebook against a pilot dataset representing (n=4, 25%)
of the final corpus may not have captured all relative changes across the complete dataset. Alter-
natively, it is unclear whether the best-fit synthesis framework is more efficient when applied to a
larger final corpus or more capable of performing analysis with fewer layers. The pilot codebook
was also applied to excluded papers, as described in §3.4 (negative scenario), to assess broader
applicability and fulfil the framework requirements. The results demonstrated that the developed
risk categories are applicable beyond the final included corpus. The best-fit synthesis framework
appeared suitable for developing high-level risk categories across various EU legislation, with the
anchors L1-L6 specified in Table 2. However, no suitable method was identified to assess the qual-
ity of the selected approach or to determine representative metrics for integrating the referenced
L1-L6. Additionally, challenges may arise in adopting the best-fit synthesis framework unless addi-
tional researchers are involved to validate uncertain cases, provide supplementary input to confirm
results, or assist in resolving uncertainties. The inclusion of additional experts with biomedical and
legal backgrounds in OoC could improve the organisation of high-level risk categories. Nevertheless,
the granularity of these categories remains complex to define.

4.2 RQ1 overview

Across the included studies in the analysis, ten high-level categories were developed that are explic-
itly relevant for the OoC domain. Given (n=160, study risk combinations), only 45 combinations
(28.1%) demonstrate direct coverage, and 64 (40.0%) showed no identifiable coverage. R2 (Linkabil-
ity) is the most frequently represented risk category, followed by R4 (Data disclosure/unauthorised
access) and R3 (Sensitive inference). Nine of the ten risk categories were directly represented in at
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least one study, whereas R5 (Membership inference/detectability) was not registered as previously
declared (§3.4). Considering possible overlap among RI/R2, R3/R6, and R7/R8 underscores the
importance of re-identification risks, data-reuse uncertainties, and consent issues. R2 and R3 risk
categories reflect widespread concern about merging donor metadata, omics data, experimental
data, and outputs, particularly for inferring health status, genotype, phenotype, tailored treatment
response, or toxicity information. Although nine risk categories were directly identified, privacy
risks were rarely analysed as independent research problems. Instead, privacy risks were commonly
debated within ethics, governance, technical validation, and regulatory compliance, without explicit
reference to the GDPR, AIA, or the Digital Omnibus proposal. These debates primarily emerged
with the application of OoC technologies in tailored drug development and diseases such as cancer
and its variants.

The absence of R5 indicates a gap between technically established privacy attacks and the risks
explicitly considered in OoC research. Additionally, the indirect coverage of R9 (Governance and
responsibility ambiguity) demonstrates ongoing uncertainty among diverse stakeholders, including
researchers, indicating significant gaps that require further investigation even when governance
measures are implemented. Overall, the findings demonstrate fragmented and predominantly in-
direct engagement with developed privacy risks categories. Nevertheless, the recorded data partly
demonstrate that the introduced high-risk categories depend on the chosen frameworks, the layers
L1-L6, and the assigned analytical functions for R1-R10 (Table 2). Thus, it potentially explains
the fragmented analysis presented and should be considered in future studies or study designs.

A combined perspective on the GDPR, the AIA, and the Digital Omnibus proposal as applied to
the OoC domain, informed by analysis, demonstrates both the practicality of these frameworks and
the complexity of implementation. This analysis leads to three principal observations. Firstly, the
prevalence of privacy risk categories demonstrates that linkage, inference, and data disclosure sustain
residual identification pathways. As a result, re-identification risk persists and should be addressed
as an emergent concern. Secondly, technical and organisational measures depend on specific risk
categories and should be aligned accordingly during the design phase. Thirdly, determining OoC
roles and responsibilities remains complex, even when these roles are explicitly assigned.

4.3 RQ2 overview

The recorded evidence provides limited confirmation of the utilisation of PETs such as DP, de-
spite the use of Federated learning. Partially confirmed by the frequency of the following risks: R6
(Reconstruction/model inversion/statistical leakage) informed by only one study [?], R10 presented
only in three studies [?], [?], [?], and R5 (Membership inference/detectability) was not identified in
any study, indicating limited consideration of established model-based privacy attacks. Rather than
systematically employing PETs, most studies primarily addressed privacy risks through governance
and organisational measures.

The reported evidence included the use of controlled-access repositories [?], access restrictions [?],
data-sharing agreements [?], and governance mechanisms for managing sensitive biomedical data
[?]. Also, FL is considered an alternative data-sharing method rather than a privacy-preserving
approach. There was no evidence supporting the implementation of DP in any study, whether
applied directly to the OoC dataset, during model training, or in analytical outputs. Thus, there is
insufficient evidence to support the applicability of DP to OoC-specific applications. While PETs
are indicated as relevant components of privacy risk mitigation, no explicit confirmation of their
use was identified.
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5 Discussion

The findings demonstrate that privacy risks in the OoC domain are largely unrecognised, only par-
tially addressed, and often discussed alongside ethics, governance, interpretability, and technical
development. The inconsistent identification of high-risk categories suggests that privacy implica-
tions within the OoC domain have not been sufficiently examined. Informed standardisation and
interoperability issues have a dual effect. Enhancing reproducibility, data registration, data qual-
ity, and cross-laboratory collaboration may facilitate the integration of donor, clinical output, and
experimental data. Furthermore, following recommendations and removal of direct identifiers may
not fully mitigate re-identification risks when additional datasets are linked. The combined appli-
cation of the GDPR, the AIA, and the Digital Omnibus proposal underscores both the significance
and complexity of EU regulation in the OoC context. However, challenges persist in implementing
technical and organisational measures, as well as in the legal interpretation of personal data.

6 Limitations

First, the scope of database coverage, including the selection of specific medical databases and the
restriction to English-language studies, may have influenced the range of evidence collected. The
review primarily considers academic studies, thereby excluding grey literature, position papers,
white papers, opinion papers, book chapters, and industry reports, which could provide further
evidence on current OoC practices and the stated RQ. The analytical approach and study design
introduce further limitations. Study selection, data extraction, codebook development,codebook
processing, codebook granularity, and final coding were conducted primarily by a single researcher,
which introduces additional risks of selection and interpretation bias. The limited contributions
of academics and experts in the medical, biomedical, policy, and legal domains may have affected
the interpretation of domain-specific evidence and regulatory requirements. The analysis employed
high-level privacy-risk categories, which enable comparability but may have obscured distinctions
between overlapping or context-dependent privacy risks. Also, the selection of analytical functions
and layers (L1-L6) may have introduced impacts that are difficult to observe. In addition, the risk
categories overlap, and interpretation may affect the evidence reported. The selected analytical
methodology influenced both the construction and interpretation of these categories. The Digital
Omnibus was considered only in its proposal-stage form at the time of analysis; its provisions and
legal implications may change following adoption or amendment.

Additional limitations should be considered. Issues related to the novelty and limited availability
of research studies, as well as established taxonomies at the intersection of the OoC and privacy
domains, also present challenges. Some relevant topics may be under submission or not yet released
due to limitations in publishing, sharing datasets, and handling sensitive information.

7 Conclusion

The study examined privacy risks and PETs utilisation in the OoC domain employing the SLR
and a best-fit framework synthesis. Integrating legal, technical and privacy-related aspects through
layers, the study developed and applied ten high-level privacy risk categories to the selected study
corpus. RQ1 - the evidence demonstrates that privacy risks in the OoC domain are primarily asso-
ciated with linkability, sensitive inference, unauthorised disclosure, and, to a lesser extent, residual
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indetifiability, secondary reuse, and ambiguity concerning governance and stakeholder responsibili-
ties. Even though nine out of ten risk categories were recorded, privacy risks in studies are generally
addressed primarily through debates in ethics, governance, technical OoC artefact validation, and
regulatory compliance. Furthermore, the absence of R5, along with the limited representation of
R6, suggests that privacy implications and associated attack vectors remain insufficiently exam-
ined. Evidence for RQ2 indicates that there are limited evaluations or utilisation of PETs in the
0O0C domain. PET’s utility in mitigating OoC-related privacy risk cannot be established from the
evidence collected. The finding further indicates that sanitising and removing direct identifiers may
not eliminate re-identification risks when a given further linkable capability is available. Moreover,
the best-fit framework synthesis demonstrates practical utility as a valuable tool for assessing pri-
vacy risks in emerging domains, particularly when tailored to specific legislative, international, or
national requirements.

Overall, the study highlights an underdeveloped privacy risk landscape in the OoC domain,
where ongoing technical and algorithmic advancements, as well as developments in personalised
drug development and virtual organs, introduce new and emerging privacy risks. In parallel with
advancements in the OoC domain, greater attention to responsibilities, legislative controls, and the
taxonomy evolution of genetic data is demanded.
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Table 5. Priori framework overview: analytical functions, source layers and key source concepts

Layer Source layer / Type

Fixed analytical function

Key source concepts extracted

CEN/CENELEC relevance

L1

L2

L3

L4

L5

L6

LINDDUN / Privacy
threat framework

‘WP29 Opinion 05/2014
/ EU Regulatory guid-
ance

GDPR / EU legislation

ATA / EU legislation

Digital Omnibus pro-
posal / upcoming EU
legislation

DP / Privacy attacks

Provides the privacy threat-modelling
vocabulary used to identify privacy-
relevant threat types

Provides the EU anonymisation and
identifiability assessment lens.

Provides the legal-risk and rights-and-
freedoms layer for assessing personal-
data scope, accountability, transparency,
and high-risk processing

Provides the Al lifecycle, risk-
management, and data-governance layer
where OoC data are used for Al-enabled
analysis or Al-ready datasets.

Provides legal-context on clarifications of
the personal/non-personal data bound-
ary and classification of pseudonymised,
anonymised, or derived data, datasets;

Provides the technical safeguard, leakage
mechanisms relevant to model outputs,
statistical releases, synthetic data, and
privacy-preserving analytics

Linking; Identifying; Detecting; Disclo-
sure of Information; Unawareness; Non-
compliance

Singling out; linkability; inference;
residual-risk; anonymisation and
pseudonymisation limits; contextual iden-
tifiability

Personal-data scope; special-category
data; transparency; purpose limitation;
accountability; consent; DPIA high-risk
logic; data-subject rights; residual risk;
confidentiality

High-risk AI systems; risk management;
data governance; training, validation,
and testing data; model-output; bias
detection; documentation; logging; trans-
parency scope; Al lifecycle scope; gover-
nance;

Personal /non-personal boundary; identifi-
ability scope; pseudonymised-data scope;
anonymisation scope; derived-data un-
certainty; responsibility between actors;
research reuse;

Privacy-utility trade-off; membership
inference; attribute inference; reconstruc-
tion; model inversion; data extraction;
statistical leakage

Relevant to translate privacy-threat concepts
into OoC-relevant context involving data sharing,
traceability, access, and governance across actors
Relevant because OoC workflows may involve
donor-derived biological materials, associated
metadata, omics outputs, and derived datasets
whose identifiability must be assessed contextu-
ally

Relevant because the OoC data may involve hu-
man biological materials, omics, imaging, meta-
data, clinical linkage, datasets scope, model out-
puts, associated data, consent scope, sharing
scope

Relevant where OoC data, imaging, sensor
streams, omics, or computational models are used
to develop or validate Al-supported systems, pre-
dictive models, or regulatory evidence

Relevant because OoC data, workflows may move
through multi-actor ecosystems and produce de-
rived outputs, making classification as personal,
pseudonymised, anonymised, or non-personal
context-dependent

Relevant where OoC data may be sensitive;
donor-derived; datasets, aggregate outputs, syn-
thetic data, omics summaries, or AI/ML models
are shared, queried, or reused across actors

Note: This table demonstrates the source layers (& type) and their fixed analytical function in constructing the a priori framework before provisional high-
level privacy risks categories are being developed. The aim is to identify each layer’s function and underlying concepts, and to consider potential limitations.
The analytical role of each source layer and the key source concepts extracted from each are identified. The extracted concepts are subsequently employed
in phase three to generate provisional privacy-risk categories
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Table 6. Phase

3, Provisional Risk-code development and retention logic

Candidate concern group

Shared risk mechanism

Main source anchors

OoC pathway

Retention decision

Provisional risk code,
category

Identifiability; re-identification;
singling out; donor unique-
ness; anonymisation failure;
pseudonymisation limits

Linking; linkage; data combina-
tion; metadata linkage; prove-
nance linkage; cross-dataset
linkage.

Genetic inference; disease infer-
ence; attribute inference; family
risk; group risk; drug-response
inference; toxicity-response infer-
ence

Breach; leakage; unauthorised
access; confidentiality failure;
excessive access; third-party
misuse

Membership inference; inclusion
inference; detectability; partici-
pation inference.

Reconstruction; model inver-
sion; data extraction; statistical
leakage; synthetic-data leakage;
model-output leakage

Secondary use; downstream
reuse; future unspecified use;
AT training reuse; commercial
reuse; regulatory reuse; cross-
study reuse

Unclear consent; poor trans-
parency; donor misunderstand-
ing; unclear downstream use;
withdrawal difficulty; lack of
control

Controller/processor ambigu-
ity; joint controllership; shared
responsibility; vendor responsi-
bility; third-party accountability;
DPIA ownership; audit gaps
Anonymisation failure;
pseudonymisation limits; de-
identification limits; synthetic-
data claims; DP/PET residual
risk; non-personal-data claims

A person, donor, sample, or cell
source becomes distinguishable, iden-
tifiable, or re-identifiable from data,
metadata, or outputs

Records, samples, datasets, meta-
data, or outputs can be connected
across contexts, even without di-
rectly naming the person

Sensitive health, genetic, disease,
family, treatment-response, toxicity-
response, or group information can
be inferred from data or outputs

Personal data, special-category data,
or sensitive research data become
accessible beyond the intended, au-
thorised, or necessary boundary

An observer can determine whether
a person, donor, sample, cell line,
or record was included in a dataset,
model, query, or analysis

Outputs, aggregate statistics, syn-
thetic data, query responses, or
trained models leak or reconstruct
information about underlying
donors, samples, or records

Data, biological-material-derived
outputs, or models are reused be-
yond the original purpose, consent,
expectation, or governance context

Donors or data subjects do not un-
derstand, expect, or control down-
stream processing of their cells,
data, derived outputs, or Al-ready
datasets

Responsibility for safeguards, data
classification, access control, DPIA,
downstream reuse, Al governance, or
PET implementation is unclear

Data are treated as anonymous, non-
personal, or sufficiently protected
despite residual identifiability, link-
ability, inference, or model-leakage
risk

[L1] Identifying; [L2] singling out;
[L3] personal-data scope; [L5] -
related scope uncertainty

[L1] Linking; [L2] linkability; [L3]
pseudonymisation and anonymi-
sation limits

[L2] inference; [L3] special-
category data; [L1] Link-
ing/Identifying; [L6] attribute
inference and model-inversion;
[L4]] relevance where Al is used

[L1] Disclosure of Information;
[L3] security and confidential-
ity duties; DPIA risk logic; [L4]
data-governance relevance where
Al is involved

[L1] Detecting; [L6] membership-
inference; [L3| sensitive-inclusion
risk; [L4] model-output risk
where Al is used

[L6] reconstruction, model-
inversion, data-extraction, and
statistical-leakage; [L2] inference;
[L1] Disclosure/Identifying

[L3] purpose limitation, law-

ful basis, consent, and trans-
parency principles; [L1] Non-
compliance/Unawareness; [L4]
data-governance relevance where
Al reuse occurs

[L1] Unawareness; [L3] trans-
parency, consent, information
duties, and data-subject rights

[L1] Non-compliance; [L3] ac-
countability and controller-
processor logic, compliance, roles
[L4] provider/deployer and risk-
management roles

[L2] singling out, linkability, and
inference; [L3| personal-data
boundary and residual-risk logic;
[L5] - related scope debate; DP
residual-risk reasoning

Donor-derived cells, rare-disease mod-
els, patient-specific iPSC lines, omics
profiles, metadata, or clinical linkage
may make a donor or sample distin-
guishable

0OoC workflows may connect cell
provenance, donor metadata, omics,
imaging, sensor streams, biobank
records, and clinical records

0o0C readouts may reveal disease sta-
tus, genotype, drug response, toxicity
sensitivity, family implications, or
group-level health risks

Cloud storage, CROs, pharma part-
ners, Al vendors, platform providers,
or data-sharing infrastructures may
expose donor-linked data or derived
outputs

An AI model, query system, or statis-
tical release trained on donor-derived
0OoC data may reveal whether a donor
or sample participated

Aggregate OoC outputs, omics sum-
maries, synthetic datasets, query sys-
tems, or trained models may reveal
donor- or sample-level information

0OoC data collected for one study
may later be reused for Al training,
pharma research, commercial bench-
marking, regulatory evidence, or fu-
ture unspecified research

Donors, patients may not understand
downstream use of cells, omics data,
derived outputs, third-party sharing,
Al model training, or commercial
reuse

00C ecosystems may involve hospi-
tals, biobanks, academic labs, CROs,
pharma partners, cloud providers, AT
vendors, platform developers, and reg-
ulators

Derived OoC data, omics summaries,
pseudonymised donor-linked datasets,
synthetic data, or DP-protected out-
puts may be wrongly treated as non-
personal

Retained because the mech-
anism is source-grounded,
plausible in OoC data pro-
cessing, and operationally
codable

Retained because linkage is a
recognised privacy mechanism
and is plausible in multi-
source OoC data ecosystems
Retained because the mech-
anism concerns inference of
sensitive information and is
directly relevant to donor-
derived and disease-specific
OoC contexts

Retained because confiden-
tiality and access-boundary
failures are core privacy

and data-protection risks

in multi-actor OoC workflows

Retained because inclusion
detectability is a recognised
technical privacy mechanism
and may reveal disease sta-
tus, genetic status, or study
participation

Retained because output-
based leakage is a distinct
technical mechanism not
reducible to ordinary unau-
thorised access

Retained because down-
stream reuse is a central
data-protection concern in
research ecosystems involving
human biological materials
and derived data

Retained because the mech-
anism concerns awareness,
expectation, and control,
which are central to data-
protection and research-ethics
governance

Retained because multi-actor
0OoC workflows can create ac-
countability gaps that affect
privacy safeguards and data-
subject rights

Retained because classifica-
tion errors can affect the ap-
plicability of data-protection
obligations and the adequacy
of safeguards

R1 Identifiability / re-
identification / singling
out

R2 Linkability

R3 Sensitive inference

R4 Data disclosure /
unauthorised access

R5 Membership infer-
ence / detectability

R6 Reconstruction /
model inversion / statis-
tical leakage

R7 Secondary (re)use /
purpose drift

R8 Transparency / con-
sent mismatch

R9 Governance and
responsibility ambiguity

R10 Misclassification as
anonymous,/non-personal
or residual risk after
safequards

Note: Table informs how candidate privacy concerns were keeped and harmonised into the provisional high-level privacy categories R1-R10 codes. A candidate
concern was retained only where three elements could be specified: a privacy-relevant risk mechanism, at least one source anchor, a plausible OoC data-
processing pathway. The table demonstrate how key source concepts were transformed into an a priori, OoC-adapted codebook before coding the final SLR
dataset. Main source anchors aimed to have one framework or concepts involved
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Table 7. R1-R10 privacy-risk codebook

Risk category

Include when

Exclude when

R1 Identifiability / re-
identification / singling out

R2 Linkability

R3 Sensitive inference

R4 Data disclosure / unautho-
rised access

R5 Membership inference / de-
tectability

R6 Reconstruction / model in-
version / statistical leakage

R7 Secondary (re)use / purpose
drift

R8 Transparency / consent mis-
match

R9 Governance and responsibil-
ity ambiguity

R10 Misclassification as
anonymous,/non-personal or
residual risk after safegquards

Re-identification; identifiability; singling out; donor, sample, or cell-source
uniqueness; rare-disease identifiability; anonymisation failure; pseudonymi-
sation limits; or contextual information that may make a person, donor,
sample, or cell source distinguishable

Linking of records, datasets, donor metadata, cell provenance, omics,
imaging, sensor streams, biobank records, clinical records, cross-
institutional records, or other data sources; metadata linkage; provenance
linkage; or data combination that may connect information across con-
texts

Inference of disease status, genotype, phenotype, family risk, group risk,
drug response, toxicity response, treatment response, health status, or
other sensitive attributes from data, metadata, model outputs, biological
readouts, or derived results

Breach; leakage; unauthorised access; confidentiality failure; excessive
access; third-party misuse; cloud exposure; weak access control; inap-
propriate sharing; or access to personal, special-category, donor-linked,
or sensitive research data beyond the intended, authorised, or necessary
boundary

‘Whether a person, donor, sample, cell line, record, or group was included
in a dataset, training set, model, query system, study, experiment, or
analysis; membership inference; inclusion inference; participation infer-
ence; or detectability of presence in a dataset or model

Reconstruction; model inversion; data extraction; leakage from aggregate
statistics, query outputs, synthetic data, trained models, model parame-
ters, gradients, or analytical outputs; or statistical disclosure of underly-
ing donor-, sample-, or record-level information

Reuse beyond the original purpose, consent, expectation, or governance
context; downstream reuse; future unspecified research; Al training reuse;
commercial reuse; regulatory reuse; cross-study reuse; secondary analysis;
or data/material-derived output sharing for new purposes

Unclear consent; inadequate notice; donor or data-subject misunderstand-
ing; unclear downstream use; uncertainty about future use; withdrawal
difficulty; lack of control; limited awareness of third-party sharing, AT
training, commercial reuse, or derived-output processing

Unclear controller, processor, joint-controller, provider, deployer, vendor,
platform, biobank, CRO, pharma, cloud, or Al-provider responsibility;
unclear DPIA ownership; unclear safeguard allocation; third-party ac-
countability gaps; cross-border governance issues; audit gaps; or unclear
responsibility for PET implementation

Anonymisation, pseudonymisation, de-identification, synthetic data, DP,
PETs, safe-data claims, non-personal-data claims, residual risk after safe-
guards, personal/non-personal data classification, or claims that data are
sufficiently preserved despite possible identifiability, linkability, inference,
or model-leakage risk

The study merely uses human cells, human biological material, or human
data without describing or implying an identifiability, re-identification, or
singling-out pathway

The study only refers to data sharing, collaboration, interoperability, or
data integration in general terms without describing or implying linkage,
combination, provenance, or cross-context connection risk

The study discusses prediction, modelling, classification, or analytical
accuracy only as a scientific or technical objective, without describing or
implying privacy-relevant inference of sensitive information

The issue is limited to general cybersecurity, system robustness, avail-
ability, or technical performance without a connection to personal data,
sensitive data, confidentiality, access control, or privacy-relevant disclosure

The study refers only to general privacy risk, re-identification, or data
leakage without describing or implying inclusion, membership, participa-
tion, or detectability of presence in a dataset, model, query, or analysis

The study discusses AI, modelling, synthetic data, aggregate analysis,
or data sharing generally, but does not describe or imply leakage from
outputs, models, statistics, query systems, synthetic data, or released
analytical results

Reuse remains clearly within the original stated purpose and no privacy,
consent, governance, lawful-basis, transparency, or purpose-limitation
concern is described or implied

The study merely states that consent, ethics approval, or institutional
approval was obtained without discussing limitations, uncertainty, down-
stream processing, donor understanding, withdrawal, transparency, or
control

The study merely lists multiple actors, collaborations, institutions, plat-
forms, or data recipients without describing or implying responsibility
ambiguity, accountability gaps, governance uncertainty, or unclear alloca-
tion of safeguards

The study uses anonymisation, pseudonymisation, de-identification,
DP, PET, or synthetic-data terminology only as a routine technical
description, without connecting it to residual risk, legal classification,
personal /non-personal data status, or privacy-risk assessment

Note: This table operationalises the final R1-R10 review codes for coding the included studies. A code is assigned where the study directly discusses, or
indirectly implies, the corresponding privacy-risk mechanism. The categories are not mutually exclusive; multiple codes may be assigned where a passage
or study describes more than one mechanism. Inclusion and exclusion rules were used to reduce subjective interpretation and to distinguish closely related
risks, such as R1/R2, R3/R6, R7/R8, and R9/R10.
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