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Abstract. Generative Artificial Intelligence (GenAI) has rapidly evolved
from an experimental technology into a foundational component of mod-
ern software systems. However, as its adoption grows, protecting sensitive
personal data becomes increasingly challenging. Specifically, GenAI sys-
tems not only amplify traditional privacy threats but also introduce new
inference-based risks, such as constructing detailed user profiles from
seemingly harmless inputs. In response, privacy threat modeling frame-
works are beginning to capture GenAI-specific privacy threats at a finer
level of granularity. At the same time, a growing number of mitigation
techniques have been proposed to address these threats. However, al-
though knowledge of both threats and mitigations continues to mature,
the problem- and solution-space have developed largely independently.
This position paper argues that the primary challenge in GenAI privacy
engineering is not the lack of knowledge about privacy threats or mitiga-
tion techniques, but the missing bridge between them. We decompose this
gap into three sub-problems: (i) lack of fine-grained threat-to-mitigation
mapping for GenAI systems, (ii) inapplicable solution-space assumptions
in the GenAI context, and (iii) prioritization difficulty under GenAI con-
straints. We derive four recommendations for future mitigation-selection
approaches, and outline a suggested approach that extends established
threat-to-mitigation mapping methods to GenAI-specific threat charac-
teristics. We propose a research agenda toward more systematic privacy
mitigation selection for GenAI-based systems.

Keywords: GenAI · large language models · privacy threat modeling
· privacy engineering · privacy by design · mitigation strategies

1 Introduction

Generative Artificial Intelligence (GenAI) systems are increasingly embedded
in contemporary software systems, reshaping how data is processed, inferred,
and exposed across a wide range of application domains. Compared with earlier
* These authors contributed equally to this work.
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generations of AI systems, which were often developed for specialized tasks and
deployed in tightly controlled environments, GenAI technologies significantly
lower the barrier to adoption and integration. Through widely accessible APIs,
software development kits, and foundation model services, developers can rapidly
incorporate GenAI capabilities into existing applications with minimal machine
learning expertise.

While the widespread accessibility of GenAI technologies has accelerated
their adoption across the software ecosystem, it has also propagated privacy and
identity-related risks into a broader range of applications and deployment contexts.
A recent study found that “GPT-4 and ChatGPT reveal private information in
contexts that humans would not, 39% and 57% of the time, respectively” [25].
Such findings raise significant concerns regarding the privacy implications of
GenAI systems, particularly in enterprise environments processing identity-linked
and organizational data. These risks span the entire GenAI lifecycle: models
memorize and regurgitate training data, prompts and retrieval pipelines leak
identity-linked information, and models infer sensitive attributes from seemingly
innocuous inputs [8, 9, 35].

Furthermore, they have already materialized in everyday applications and
enterprise systems. For instance, studies show that employees frequently submit
sensitive corporate information to GenAI systems [27], with nearly 10% of
enterprise GenAI prompts containing confidential data such as source code,
financial records, or customer information [30]. In addition, GenAI systems have
generated fabricated, privacy-invasive outputs involving real individuals, including
a widely reported case in which ChatGPT falsely accused a law professor of
sexual harassment [36].

Moreover, the growing body of research on GenAI privacy has led to increas-
ingly fine-grained methods for eliciting, characterizing, and cataloging privacy
threat scenarios [8, 12, 23, 24]. Among these efforts, LINDDUN4GenAI [23]
extends the LINDDUN privacy threat modeling framework with GenAI-specific
threat characteristics and Common Attacker Models (CAMs), significantly en-
riching the problem-space knowledge available to software engineers.

The solution-space has evolved just as rapidly. Established resources, including
privacy design strategies and tactics [11, 18, 19], privacy patterns [10], and privacy-
enhancing technologies (PETs) [17], have been complemented by a growing body
of GenAI-specific mitigation techniques [31].

Although both the problem-space and solution-space continue to mature,
a more fundamental challenge is that they have largely evolved independently.
Consequently, the guidance linking identified threats to appropriate mitigations
remains predominantly limited to high-level LINDDUN threat types, rather than
leveraging the fine-grained threat characteristics captured during problem-space
analysis. As demonstrated by Al-Momani et al. [2] for traditional LINDDUN,
much of the threat detail obtained during problem-space analysis is effectively
lost in translation when transitioning to the solution-space. This disconnect
is even more pronounced in the GenAI domain, where many newly identified
threat characteristics lack targeted mitigation guidance altogether. Furthermore,
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even when multiple candidate mitigations are applicable, there is no principled
basis for prioritizing among them under GenAI-specific privacy requirements and
constraints. Therefore, software engineers lack actionable and systematic support
for mapping GenAI-specific privacy threats to appropriate mitigations and for
selecting among alternative mitigation strategies in a principled manner.

We argue that GenAI privacy engineering lacks neither threat knowledge
nor mitigation techniques, but rather the bridge between them: as long as both
continue to grow as separate bodies of knowledge, and matching the right mitigation
to an identified threat remains unsupported by concrete, fine-grained selection
methodologies, ever-finer threat modeling will not yield more private systems.

Addressing this gap requires GenAI-specific mitigation-selection approaches
that do not yet exist. Rather than prescribing one, this paper formulates four
recommendations that such approaches should satisfy, and suggests one potential
approach: extending the more general methodology of Al-Momani et al. [2] to
the GenAI-specific threat characteristics introduced by LINDDUN4GenAI [23].
Where relevant, such guidance should also be informed by legal obligations under
frameworks such as the EU AI Act [16], so that selected mitigations can be
situated within applicable regulatory expectations and data subject rights. In
doing so, the paper outlines a research agenda for bridging the problem- and
solution-space of GenAI privacy engineering.

The remainder of this paper is structured as follows. Section 2 provides back-
ground and discusses related work on privacy threat modeling, GenAI system
paradigms, LINDDUN4GenAI and its threat characteristics, the layers of the
solution-space: privacy design strategies and tactics, privacy patterns, and PETs,
and finally existing efforts to bridge the gap between the problem- and the
solution-space. Section 3 elaborates the three core sub-problems. Section 4 formu-
lates recommendations for future mitigation-selection approaches and sketches a
candidate direction extending the approach of Al-Momani et al. [2] to the GenAI
context. Section 5 concludes with a call to action for the community.

2 Background and Related Work

This section introduces the concepts the remainder of the paper builds on: the
practice of privacy threat modeling and the LINDDUN framework (section 2.1),
its GenAI-specific extension LINDDUN4GenAI and the threat characteristics
central to our argument (section 2.2), the layered solution-space of strategies,
tactics, patterns, and PETs from which mitigations are drawn (section 2.3), and
finally the available guidance to bridge the gap between threats and their suitable
mitigations (section 2.4).

2.1 Privacy threat modeling

Threat modeling is a systematic approach to identifying what can go wrong in
a system before it is built [33]. Originating in security engineering, approaches
such as STRIDE [20] enumerate threat categories (or ‘types’) over a model of
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the system under design, and the method has since grown into a broad family
of methods [38]. Because privacy harms are not reducible to security violations,
dedicated privacy threat modeling frameworks have emerged.

Among these frameworks, LINDDUN [14, 15] is one of the most widely used.
Starting from a model of the system under design, typically a Data Flow Diagram
(DFD), it guides analysts through the elicitation of privacy threats in the seven
threat types of its mnemonic: Linking, Identifying, Non-repudiation, Detecting,
Data Disclosure, Unawareness & Unintervenability, and Non-compliance. The
first five are commonly referred to as hard privacy threats, concerning properties
such as anonymity, unlinkability, and confidentiality; the latter two as soft privacy
threats, concerning transparency, intervenability, and compliance [14]. For each
type, LINDDUN provides a threat tree that refines the threat type into threat
characteristics: the lower the node, the more specific the description of how, and
due to which cause, the threat arises. This information is stored in an actively
maintained and reusable threat knowledge base [34].

Complementary frameworks approach privacy threats from other angles.
MITRE’s PANOPTIC [32] offers an alternative privacy threat model rooted
in a taxonomy of privacy threat activities; PRIAM [13] complements threat
elicitation with privacy risk analysis, quantifying the severity of identified risks;
and PLOT4AI [7] provides a practical threat library specifically for AI-based
systems. These efforts differ in elicitation style and scope, but share LINDDUN’s
focus on the problem-space.

2.2 GenAI-based systems and LINDDUN4GenAI

Users and organizations interact with GenAI in four main deployment paradigms:
(i) direct use of a pre-trained foundation model, (ii) interaction with a fine-tuned
model adapted to a domain, (iii) use of an application built around a model
through system prompts, and (iv) agentic systems in which the model is embedded
in a broader software ecosystem and invokes external tools and data sources [23].
The paradigms differ in who controls the training data, the model weights, and
the prompts, a distinction that becomes central to mitigation feasibility later in
this paper.

LINDDUN4GenAI [23] extends the LINDDUN threat knowledge base to
these systems. From a synthesis of the academic literature and two industrial
case studies (a GenAI-based chatbot and an agentic assistant), it identifies six
Common Attacker Models (CAMs): recurring types of leakage defined by the
targeted information and the acting party. CAM1 and CAM2 concern user-to-
system and system-to-user information leakage, while CAM3 covers leakage of
information from the pre-training to the fine-tuning party. CAM4 and CAM5
concern leakage between the system and agents (in either direction). Finally, in
CAM6 (residual privacy leakage), a party with access to the model’s intermediate
computations, such as embeddings, activations, or gradients, can invert them to
recover personal data that was never disclosed in any output [23].

Based on these CAMs, LINDDUN4GenAI adds nine new GenAI-specific
threat characteristics to the threat trees. Several of these are central to this paper.
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Among the hard privacy characteristics, DD.1.3 Data type structure captures
disclosure through the structure of data representations themselves; its child
DD.1.3.2 Data derivations covers the model-internal derivations exploited in
CAM6. DD.3.5 Fabrication captures the disclosure of incorrect, hallucinated
personal information that is presented as if it were accurate.

The existing soft privacy characteristics U.2.2 Access and U.2.3 Rectifica-
tion/erasure are refined with AI-specific children reflecting that hallucinated
personal data leaves no records that could be accessed, rectified, or erased, and
that data absorbed into model weights cannot, in general, be selectively un-
trained. Finally, U.3 Interference with personal decision making introduces an
entirely new class of threat: the system interfering with the autonomy of the data
subject, for example through manipulation. Two further characteristics concern
non-compliance with the EU AI Act (Nc.1.3) and with AI standards and best
practices (Nc.4.2).

2.3 Privacy mitigations: strategies, tactics, patterns, and PETs

The solution-space knowledge available to privacy engineers is organized into
four layers of decreasing abstraction, as depicted in fig. 1.

Privacy Patterns

PETs

Privacy Strategies

Privacy Tactics

Strip

Destroy Exclude

Select

Strip Invisible
Metadata

Query
rewriting

Selective Disclosure

Metadata
sanitization

Context
filtering

PII detection
and redaction

Minimize

Fig. 1. Hierarchy of privacy solution-space knowledge illustrated using the
Minimize privacy strategy as an example. In this example, the Minimize strategy
is refined into the tactics Strip and Select. The Strip tactic is exemplified by the
Strip Invisible Metadata pattern, which may be implemented using PETs such as PII
(personally identifiable information) detection and redaction or metadata sanitization.
Likewise, the Select tactic is illustrated by the Selective Disclosure pattern, which may
be realized using PETs such as query rewriting and context filtering (note: the listed
PETs here are merely illustrative, they do not form a complete mapping). The hierarchy
demonstrates the increasing level of implementation specificity from strategies to PETs
and motivates the solution-space organization.
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At the top, privacy design strategies express architectural goals: Hoepman [18,
19] distinguishes four data-oriented strategies (minimize, separate, abstract1,
hide) and four process-oriented ones (inform, control, enforce, demonstrate).

For the second layer, Colesky et al. [11] refine each strategy into tactics, a
refinement later consolidated in Hoepman’s little blue book [19]; the hide strategy,
for instance, comprises restrict, mix, obfuscate, and dissociate [11, 19].

At the third layer, privacy patterns describe reusable solutions to recurring
design problems and are compiled in a community catalog [10], classified by the
strategies and tactics they realize.

At the bottom, privacy-enhancing technologies (PETs) are concrete techniques
implementing (parts of) patterns, ranging from attribute removal to differential
privacy and homomorphic encryption, and have been organized in dedicated
taxonomies [17]. Moving down the layers, guidance becomes more concrete but
also more context-dependent: which PET is appropriate depends on properties of
both the system and the threat, which is where the selection problem highlighted
by this paper arises.

2.4 Mitigation selection guidance

A first line of work supports the selection of mitigations without starting from
elicited privacy threats. Kunz and Binder [22] observe that existing PET system-
atizations are outdated or focus on comparison criteria rather than on guidance
for practical selection, and propose a classification that adds functional context,
technology maturity, and impact on non-functional requirements to existing crite-
ria, such as the privacy protection goal. Pape et al. [29] anchor mitigation selection
in data protection law instead, mapping trust models and PET types onto GDPR
principles. Baldassarre et al. [6] formalize the relations among privacy-by-design
principles, design strategies, patterns, and vulnerabilities in a privacy knowledge
base with accompanying tool support. The entry point of these approaches is
the functional context of the system, a legal principle, or a vulnerability, rather
than a privacy threat identified during analysis. The fine-grained, specific threat
information obtained during threat elicitation therefore plays no role in the
selection of suitable mitigations with these techniques.

A selection methodology that does take the elicited threat information into
account, was proposed by the authors of LINDDUN itself in its earlier stages [14].
Deng et al. accompany the threat trees with a taxonomy of mitigation strategies
and a classification of privacy-enhancing solutions, linking each threat type to
a mitigation strategy and, through it, to candidate PETs [14]. However, the
mapping operates at the level of threat types, not the more fine-grained threat
characteristics. For example, it indicates what to do about identifying threats in
general, but not what to do about specific causes of identifying threats elicited
within the system. Furthermore, the LINDDUN threat knowledge base has since
1 Hoepman initially named this strategy ‘aggregate’ [18], but it was later renamed

by Colesky et al. [11]. The new naming is also reflected in Hoepman’s little blue
book [19].
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been reworked and restructured multiple times [34], as well as extended to
GenAI [23], without a corresponding update on the mitigation side.

On the GenAI side, the closest counterpart to such a mapping is a survey
by Wang et al. [37]. It divides the LLM life cycle into four scenarios, namely
pre-training, fine-tuning, deployment, and LLM-based agents, which parallel the
deployment paradigms mentioned by LINDDUN4GenAI [23], pairing the risks of
each scenario with countermeasures. Their comparison tables record, for each
countermeasure, the risk it aims to mitigate, the access the defender would require
to the model and the training data, the models and tasks to which it applies, and
its reported limitations. However, the countermeasures are once again mapped to
higher-level risks, rather than specific threat characteristics attached to a model
of the system under design. Other SoK papers follow the same pattern: they pair
risks with mitigations for a single paradigm or a single class of techniques, and
assess maturity rather than fit to an identified threat [8, 31].

To our knowledge, the only works that bridge fine-grained classical LINDDUN
threats to concrete mitigations are those of Al-Momani et al.2 [2–5]. First, they
analyze 70 patterns of a widely used privacy pattern catalog along five property
dimensions that govern selection (applicability scope, privacy objective, impacted
qualities, data focus, and hotspot), and find that these properties are rarely made
explicit in the catalog itself [3]. Subsequently, they show that the fine-grained
knowledge gained during threat analysis is lost in translation from the problem-
space to the solution-space, and propose a remedy: 36 key nodes identified in
the LINDDUN threat trees, grouped into ten mitigation goals, with solution
flowcharts for the four goals that admit many candidate countermeasures [2]. In
later experiments, they evaluate and build further upon this work in practice.
Eliciting threats for a robotaxi service with LINDDUN and matching them
against the pattern catalog, they report inconsisties within the patters, a lack
of guidance on applying these patterns, as well as threats for which no suitable
pattern exists [5]. Applying three PET-selection approaches (including their own)
to the same setting, they conclude that none adequately supports selection in a
realistic scenario, and derive requirements for future selection methodologies [4].

3 Problem Statement

The gap this paper addresses is best characterized by highlighting where the
current state of the art falls short.

On the problem-space side, LINDDUN4GenAI [23] extends the LINDDUN
threat trees with GenAI-specific threat characteristics and Common Attacker
Models, but deliberately stops at threat identification: it prescribes neither which
mitigation addresses a given threat, nor how to choose among alternatives. As
mentioned in section 2.4, the existing threat-to-mitigation mapping of LIND-
DUN [14] is insufficiently fine-grained, has not been updated to reflect the latest

2 While these works all share the same first author, we note that the co-authors involved
only partially overlap and may differ per publication.
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knowledge base contents and structure, and predates the GenAI threat character-
istics. Adjacent security-oriented resources do not fill this gap either. The OWASP
Top 10 for LLM Applications [28] and MITRE ATLAS [26] index mitigations by
vulnerability and adversarial technique, not by privacy threat.

On the solution-space side, we examine the line of work of Al-Momani et
al. [2–5] in more detail, since it is the only one connecting fine-grained LINDDUN
threat knowledge to concrete mitigations, and since it reports on applying that
connection to a real-world case.

Even for classical LINDDUN, their results leave the solution-space unevenly
covered, in two complementary ways. On the side of the pattern catalogs, they
show that the available patterns predominantly serve soft privacy goals such
as transparency and intervenability, while far fewer address hard privacy goals
such as anonymity and unlinkability [3]. In later work, they further quantify
this imbalance, reporting 59 process-oriented patterns versus 19 data-oriented
patterns3 [5]. On the guidance side, their decision support [2] covers only the five
hard privacy threat types and explicitly excludes the soft ones, on the grounds
that selection support for soft privacy countermeasures has been treated elsewhere
in the form of pattern systems. Each group therefore lacks what the other
has: structured selection guidance for hard privacy threats, but few
patterns to select from; many patterns for soft privacy threats, but
guidance organized by design strategy rather than by elicited threat.
Their robotaxi case study [5] indicates that this leaves engineers without a usable
route from a threat to a pattern. They report inconsistent levels of abstraction
across patterns and a lack of guidance for finding the right pattern for a given type
of privacy threat. In addition, they had to propose new patterns for threats the
catalog does not address at all, in particular for data deletion and for replacing
sensitive data [5].

The two most recent papers also evaluate their methodology in practice, and
report that it still has shortcomings which need to be addressed. Matching each
elicited threat of the robotaxi design against the pattern catalog, they find
that mitigating a single threat frequently requires a combination of
patterns for which no composition guidance exists, and that even once
a suitable pattern has been identified, selecting a concrete PET to
realize it remains difficult [5]. The most recent study applies three published
PET-selection approaches [2, 21, 22], complemented by a pragmatic approach
based on privacy design strategies [18], to the same use case, and concludes
that none of them adequately supports PET selection in a complex real-world
scenario [4]. They make three observations relevant for the argument of this
paper. First, the approaches yield a set of applicable PETs but offer little support
for the final choice among them. Second, each approach treats threats in isolation
and selects at least one PET per threat, whereas both threats and PETs are
interdependent in practice. Third, the solution flowcharts of Al-Momani et al. [2]
prove sparsely populated: the chart for protecting identity lists attribute-based

3 In this work, Al-Momani et al. report more than 70 patterns, indicating that the
pattern catalog has grown since their “land of the lost” paper in 2021 [3].
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credentials as the only countermeasure, and the chart for protecting attributes
refers to encryption in general without naming a specific technology.

Finally, the line of work of Al-Momani et al. predates the GenAI-specific threat
knowledge base of LINDDUN4GenAI. The pattern properties of Al-Momani et
al. [3] are defined for traditional software architectures, and their robotaxi studies
concern a cyber-physical system in which machine learning is a component of
the use case rather than the object of the privacy analysis [4, 5]. Their key
nodes and flowcharts [2] rest on an earlier generation of the LINDDUN threat
trees. The structure and node identifiers of that generation differ from the
restructured knowledge base on which LINDDUN4GenAI builds. This issue was
explicitly mentioned in their follow-up case study, in which they mention that
their approach had to be modified because it had been designed for this earlier
version of LINDDUN, rendering the use of the key nodes unfeasible [4]. None of
these results covers any of the GenAI-specific threat characteristics.
They are thus not tailored to the problem- and solution-space that
GenAI introduces.

We decompose the resulting gap into three sub-problems.

Sub-problem 1: Lack of fine-grained threat-to-mitigation mapping for
GenAI systems

Existing threat-to-mitigation guidance operates at the level of top-level threat
types or high-level design strategies [11, 18, 19], discarding the fine-grained
knowledge encoded in the lower nodes of the threat trees. Al-Momani et al. [2]
provide finer-grained threat-to-mitigation guidance for classical LINDDUN by
identifying key nodes at which candidate mitigations diverge. The GenAI threat
characteristics, however, did not exist when their flowcharts were constructed, so
no key nodes are defined for them.

For example, consider the LINDDUN4GenAI threat characteristic DD.1.3.2
Data derivations, where intermediate representations such as embeddings leak
personal data, allowing otherwise pseudonymous users to be re-identified. Even if
the analyst selects a fitting strategy for their situation, the strategy label alone
cannot discriminate among the different mitigations it subsumes. For example,
in the hide strategy, (i) restricting access to the embedding store, (ii) encrypting
stored vector databases, and (iii) confining inference to a trusted execution
environment could all potentially fit into the existing guidance [2], which lists
access control, encryption, or secure processing as potential countermeasures.
However, which of these countermeasures apply depends on the cause of the
leakage, namely whether it arises from memorization during training, exposure
of stored representations, or embeddings exchanged with third parties.

The information needed to determine which option is most suitable resides
in the leaf nodes of the threat tree, which the category-level guidance discards.
Nor can the existing flowcharts be reused: their applicability questions (“are all
used attributes required for the system?”, “could sensitive attributes be replaced
with different, yet less sensitive, attributes?” [2]) presume attributes an engineer
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deliberately chose to collect, and are ill-posed for representations that arise as
byproducts of model architecture and training.

Sub-problem 2: Inapplicable solution-space assumptions in the GenAI
context

Even where the solution-space offers building blocks, their coverage and their
operating assumptions do not match the GenAI threat landscape.

First, the coverage asymmetry outlined above works against GenAI: the
threat literature synthesized in LINDDUN4GenAI is dominated by leakage
threats (memorization, extraction, and inference of training, fine-tuning, and
prompt data) that map to hard privacy threat types [23], where the pattern
supply is thinnest [3].

Second, the soft privacy patterns that do exist rest on an assumption that
GenAI invalidates: that the system holds identifiable stored records that a data
subject can access, rectify, or erase. LINDDUN4GenAI documents that this
assumption fails twice over: for hallucinated personal data “there are simply no
records to ‘rectify’ or ‘delete’ ”, as (i) the system is inherently probabilistic and
may fabricate a different claim on each query (U.2.2.1, U.2.3.1), and (ii) personal
data absorbed into model weights cannot, in general, be selectively untrained
(U.2.3.2) [23]. A privacy dashboard pattern applied to a system that fabricates a
defamatory biography on the fly (DD.3.5) satisfies the letter of the pattern but
misses the threat entirely.

Third, the pattern properties cataloged for selection support [3] omit prop-
erties that actually govern applicability in GenAI systems, foremost whether
the deploying party controls the training data, the model weights, or only the
prompts. A GenAI threat-to-mitigation mapping must therefore do more than
assign existing mitigations to new threats: it must annotate them with GenAI-
relevant applicability properties, and make explicit where no adequate mitigation
currently exists. Such GenAI-relevant properties can be found in more recent
GenAI-mitigation research, such as the work of Kunz and Binder [22], or Wang
et al. [37].

Sub-problem 3: Prioritization difficulty under GenAI constraints

When several mitigations are applicable, engineers need a principled ordering.
The only ordering available in the fine-grained bridge is the one Al-Momani et
al. [2] adopt in their flowcharts: countermeasures of the minimize strategy first,
then separate, abstract, and hide, so that options with little utility impact are
examined before options carrying significant computational or communication
overhead. The strategies themselves come with no such ordering [18, 19], and
Al-Momani et al. present their ordering as just one example a designer of selection
support might adopt [2]. Furthermore, their ordering presumes that the threat
concerns collected data flowing through the system: each strategy reduces the
amount, linkability, or precision of data already in flow. It offers no guidance
for threats concerning generated content or influence on the data subject. For
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generated content, minimization presupposes knowing what personal data is in
flow, whereas neither the form in which that data will appear nor its correctness is
known in advance. For influence on the data subject, there is no data to minimize
in the first place.

DD.3.5 Fabrication concerns personal data the system invents rather than
collects; U.3 Interference with personal decision making, a soft privacy threat,
concerns the model’s effect on the subject’s decision-making rather than any
data asset. Neither is covered by the existing ordering, and Al-Momani et al. [2]
explicitly scope out the soft privacy threat type in which U.3 resides.

Moreover, another GenAI-specific factor compounds the difficulty: the deploy-
ment paradigm (pre-trained, fine-tuned, prompt-based, or agentic [23]) determines
which mitigations are feasible at all. A technique such as Differentially Private
Stochastic Gradient Descent (DP-SGD) [1], for instance, cannot be applied to a
model consumed through a third-party API, since the consumer never controls
training. While existing work such as that of Wang et al. [37] organize their
GenAI risks and countermeasures based on this deployment paradigm, they do
not use it to filter infeasible mitigations or to order the remaining ones.

4 Toward GenAI-Aware Mitigation Selection

The sub-problems of section 3 delineate what any future mitigation-selection
approach for GenAI privacy threats must accomplish. In this section, we first
formulate the recommendations that candidate approaches should follow (sec-
tion 4.1), and then sketch one concrete direction that we consider promising
(section 4.2), to illustrate that these recommendations are attainable.

4.1 Recommendations for future approaches

We derive recommendations from the sub-problems identified in section 3: R1
addresses sub-problem 1, R2 addresses sub-problem 2, and R3 addresses sub-
problem 3, while R4 is a cross-cutting adoption concern. These recommendations
are deliberately framework-agnostic: although this paper uses LINDDUN4GenAI
as its anchor, they should hold for any approach that bridges a GenAI privacy
threat knowledge base and a body of mitigations.

R1: Fine-grained threat-to-mitigation guidance. Selection guidance must
operate at the granularity at which threats are identified: at the level of
threat causes rather than broad threat types. Whatever the underlying threat
knowledge base, be it the LINDDUN4GenAI threat trees [23] or other GenAI
threat taxonomies [24, 31, 37], the fine-grained knowledge it captures must be
used for mitigation selection rather than dismissed. Relying on key nodes [2]
is one existing instantiation of this principle (sub-problem 1).

R2: Explicit applicability properties. Candidate mitigations must be anno-
tated with the properties that actually determine their applicability in GenAI
systems, e.g., (i) whether the deploying party controls the training data,
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the model weights, or only the prompts; (ii) the impact on model utility;
and (iii) the assumptions the mitigation relies on, such as the existence of
identifiable, rectifiable records. Where no adequate mitigation exists at all,
this absence must be made explicit (sub-problem 2).

R3: GenAI-valid prioritization principles. Ordering principles must hold
in the GenAI context: (i) feasibility filtering by deployment paradigm be-
fore any ranking; (ii) a cost model reflecting GenAI-specific overhead; and
(iii) dedicated treatment of threats concerning generated content and influ-
ence on the data subject, for which minimization-first logic does not apply
(sub-problem 3).

R4: Compatibility and evolvability. To be adopted, the guidance should in-
tegrate with established privacy engineering and threat modeling practice
rather than require a parallel process, and it should remain maintainable
as models, deployment patterns, and attacks evolve, for instance through
an extensible, publicly maintained knowledge base as exemplified by LIND-
DUN4GenAI [23].

4.2 A candidate direction: extending the key-node method

The construction approach of Al-Momani et al. [2] is generic by design: it pre-
scribes how to build selection support from a threat knowledge base. One promis-
ing direction is therefore to re-instantiate this approach on the LINDDUN4GenAI
threat trees, with GenAI-specific modifications at each step.

First, key nodes would be identified for the GenAI-specific threat character-
istics (R1). The lower nodes of the new trees carry the cause information that
key-node identification requires. The children of DD.1.3 Data type structure,
for instance, distinguish leakage through the data encoding itself from leakage
through model-internal derivations such as embeddings and gradients [23].

Second, the resulting key nodes would be grouped into mitigation goals. We
anticipate that some goals will have no classical counterpart, such as preventing
or containing fabricated personal data (DD.3.5) and constraining the system’s
influence on the data subject (U.3), and that grouping may need to span CAMs
rather than DFD elements alone.

Third, candidate mitigations would be assembled for each goal from the
existing solution-space layers (strategies and tactics [11, 18, 19], patterns [10],
PETs [17]) and from GenAI-specific techniques cataloged in recent surveys [31],
each annotated with the applicability properties and explicit gap flags where no
adequate option exists (R2).

Fourth, the ordering step would be revised (R3). For hard privacy threats
concerning collected data, the utility-loss rationale behind the existing minimize-
first ordering may be retained, though recalibrated to GenAI cost structures;
homomorphic encryption, for example, is even less feasible for Large Language
Model (LLM) inference than for classical processing. Before any ranking, a
feasibility filter based on the deployment paradigm would discard mitigations
the deploying party cannot apply. For generated content and influence threats
(DD.3.5, U.3), dedicated orderings would be needed, grounded in the deployment
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paradigm and in the nature of the threat actor, whether a user, the system itself,
or an agent.

Finally, applicability questions and output representations analogous to the
existing solution flowcharts [2] would keep the result recognizable to analysts
already familiar with that method (R4).

We emphasize that this is a direction, not a result: constructing the mapping,
defining the heuristics, and validating both with practitioners remain open
research tasks.

5 Conclusion

Privacy threat modeling for GenAI-based systems and the development of GenAI
privacy mitigations are both advancing, but as separate, still-maturing bodies of
knowledge: matching the right mitigation to an identified threat remains unsup-
ported. LINDDUN4GenAI [23] provides fine-grained, GenAI-specific problem-
space knowledge, yet (i) there is no fine-grained guidance that connects GenAI-
specific threat knowledge to fitting mitigations; (ii) traditional solution-space
assumptions do not hold up in the GenAI context; and (iii) there is no ordering
principle valid under GenAI constraints.

We argue that closing this gap is a research task for the privacy engineering
community, not an exercise in applying existing methods. To that end, we formu-
lated four recommendations that future mitigation-selection approaches should
satisfy and sketched one candidate direction: extending the key-node method
of Al-Momani et al. [2] to the LINDDUN4GenAI threat trees, with mitigation
goals, applicability properties, and orderings revised for GenAI. Elaborating this
direction, constructing the actual threat-to-mitigation mapping, and validating it
in practice fall outside the scope of a position paper and are left as future work.

Closing the gap will also require expertise beyond computer science. Data
protection principles such as storage limitation and minimization must be in-
terpreted in ways that are technically meaningful for models that memorize
their training data, and regulatory expectations under frameworks such as the
EU AI Act [16] must be connectable to concrete mitigations. Without such
interdisciplinary work, data subject rights risk remaining formal: acknowledged
in policy, but not enforced at the level of system design. By articulating this
absence of mitigation-selection guidance for GenAI privacy threats, we aim to
motivate research that bridges the gap.
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