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Abstract. This study analyses the concept of pseudo-reidentification
within the organ-on-chip (OoC) domain. A rapid Rodgers’ concept anal-
ysis method was utilised to analyse academic studies published between
2016 and 2026, identified through a systematic database search. The
findings support the development and identification of the context, def-
initions, antecedents, attributes, and consequences of the concept un-
der study for OoC. The analysis of the selected studies provides en-
hanced conceptual clarity and introduces a conceptual model for pseudo-
reidentification. The study also highlights the significance of privacy
risks in the OoC domain by facilitating discussion of practical, opera-
tional risk-management insights specific to reidentification and pseudo-
reidentification. The implications for practitioners, researchers, and poli-
cymakers are addressed, emphasising the potential to enhance data sub-
jects’ privacy and to ensure accurate interpretation of privacy risks. This
analysis establishes a foundation for future research, policy development,
and risk management, supporting enhanced data subject privacy and the
effective use of OoC technologies in accordance with EU policy require-
ments.
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1 Introduction

Organ-on-chip (OoC) has received considerable attention and offers a promising
alternative to animal testing, with the goal of developing tailored, data-driven,
personalised drugs and improving personalised drug development. The OoC do-
main demands significant attention from academics and practitioners; however,
issues related to privacy and governance risk have received limited attention and
remain understudied [46]. In particular, risks associated with the potential re-
identification of coded or pseudonymized donor data, patient-specific cells, tissue
samples, and biometric data, together with responsibilities of data controllers
and processors, require further investigation. It is critical to identify referred
risks early, at every stage of the data lifecycle, for organisations and third par-
ties engaged in research and drug development. As OoC technologies advance
and contribute to enhanced quality of life and more precise drug development,
novel privacy risks continue to arise.
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Despite the great attention to privacy risks in the biomedical domain [2], aca-
demic and industry efforts remain relatively sparse in the context of OoC com-
pared to other domains. However, industry standards such as ISO/IEC 27559
and ISO/IEC 31000, together with regulatory frameworks, General Data Pro-
tection Regulation (GDPR) and the EU Artificial Intelligence Act (AIA), as
well as data protection impact assessments (DPIA) and fundamental rights im-
pact assessments (FRIA), do not provide comprehensive or harmonised methods
for integrating legal and technical considerations. Moreover, the processes for
meeting regulatory requirements and applying relevant assessments and industry
standards could not benefit from an explicit, applicable, and unified taxonomy
for privacy and related risks. Yet, ongoing debates on data transfers [33] and
recommendations from data protection agencies [12] related to the OoC demon-
strate the need for more explicit guidance and standardisation efforts to support
tailored drug development and address privacy and ethical concerns [41].

As a result, organisations, third parties, and data subjects are left to nav-
igate goal-based regulations under conditions of uncertainty. Nevertheless, ef-
forts to improve the efficiency of the application of ISO standards are partly
guided by a substantial body of research that systematises diverse privacy at-
tacks and threat modelling frameworks, as well as the classification of privacy
risks associated with the linkage process [27] and relevant domains. Consent,
data transfer, and accountability are among the most challenging privacy risks
to forecast and control [I]. However, these areas remain insufficiently examined
in the OoC domain. In line with industry practice, such risks are primarily ad-
dressed through governance measures such as controlled-access repositories [19],
while privacy-enhancing technologies (PETs) or other techniques are considered
only as complementary layers for specific data flows and use cases [7]. Addition-
ally, the growing adoption of Al-driven methods and the utilisation of complex,
rich datasets further exacerbate this gap. Practitioners and researchers utilise
various methods to address sensitive privacy issues in order to comply with cur-
rent regulations [7]; nevertheless, the utility and social impact of these methods
remain open.

Study [I6] introduces and describes pseudo—reidentiﬁcatimﬂ as the detection
of unique structural, physiological, or behavioural patterns that enable a data
subject to be singled out without attaching the results to an established identity.
In the current work, pseudo-reidentification is applied to wearable devices, CGM,
ECG, and retinal images as examples. We argue that such a definition closely
resembles potential OoC based on study outcomes [37] data involving donor-
derived cells, organs and other OoC-related outputs and given the definition of
pseudo-reidentification leads to the detection of individual-specific patterns in
identy-deatched data that enable a data subject or that data subject’s records
or data to be distinguished or linked without reliably establishing the person’s

! Definition: The process by which A, or analytical methods detect unique patterns
in deidentified data that suggest individuality without directly linking to a specific
person, unlike traditional reidentification, which requires external identifiers, or ref-
erence datasets
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identity. Likewise, the evidence from the study [I8] demonstrates the importance
of considering pseudo-reidentification risk alongside reidentification risks arising
from individual identification via single-cell RNA sequencing, underscoring the
importance of the OoC domain. Furthermore, the term pseudo-reidentification
is not defined or addressed in current regulations, including the GDPR, the
ATA, and the Digital Omnibus proposal. Few publications explicitly investigate
pseudo-reidentification in the OoC domain. The aim of this study is to expand
the evidence base and clarify the definition of pseudo-reidentification. Addition-
ally, this research seeks to raise awareness within the academic community and
to mitigate potential privacy risks for data subjects within the EU.

To address this gap, we conducted a rapid Rodgers’ evolutionary concept
analysis [43] through a scoping review until studies no longer yielded new knowl-
edge on the specified core elements, as described further. This approach aimed
to identify key attributes, antecedents, consequences, related concepts, and forms
of pseudo-reidentification, and was supplemented by legal analysis and technical
evidence appraisal. We contend that this approach is appropriate for several rea-
sons: (a) the concept of pseudo-reidentification is rarely addressed in academic,
legal, and technical literature; (b) it is primarily an analytical concept rather
than an autonomous legal category and is context-dependent; (c) it remains
conceptually unstable; (d) it may differ from reidentification, singling out, linka-
bility, and biometric identification; and (e) it can be applied across multiple dis-
ciplines. The primary objectives are to identify the attributes, antecedents, and
consequences of pseudo-reidentification and, where relevant, to contrast them
with related concepts. This study has certain limitations consistent with the
rapid concept analysis methodology §6. The main research questions (RQs) are
as follows: RQ1: What are the defining attributes, antecedents, and consequences
of pseudo-reidentification? RQ2: How can pseudo-reidentification manifest in
human organ-on-chip data within the EU?

Contributions: This study represents the first academic attempt to apply
Rodgers’ evolutionary concept analysis to analyse the pseudo-reidentification
concept, which is relevant to privacy risk, rather than to apply the reidentifi-
cation concept alongside established privacy-related definitions. It extends the
body of knowledge regarding definitions of pseudo-reidentification within the EU
and includes a critical analysis and comments on relevant EU regulations. The
findings are intended to support future efforts to reduce privacy risks for data
subjects and to inform legal, technical, policy, and standardisation initiatives.

2 Background

0OoC Organ-on-chip systems encompass various complex systems and are de-
fined as controlled microfluidic platforms that contain human cells to emulate
specific human organs [46]. OoC is also referred to as a microphysiological sys-
tem or a tissue chip. These platforms partially utilise human biological material,
produce sensitive personal data, and can be stored and distributed via biobanks
to enhance knowledge bases for drug toxicity screening, disease modelling, and
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targeted drug discovery and development. OoC technology integrates diverse
scientific and technical disciplines, including computer science, mechanobiology,
disease modelling, drug development, diagnostics, and therapeutics [4I]. Con-
sequently, these systems and their outputs are subject to various regulatory
frameworks within the EU. In addition to unresolved ethical challenges [46], it
also poses emergent privacy implications related to reidentification which are
not able to be addressed [42], for data involved not limited to, healtlﬂ ge-
neticEl7 and other special categoryﬁ data. To address these risks, practitioners
employ a range of governance instruments, such as controlled access [19], data
use agreements (DUAs), business associate agreements (BAAs), data processing
agreements (DPAs), and other processor agreements. Furthermore, as expressed
[29], the use of state-of-the-art privacy-preserving methods, such as FL, DP,
TEE, and encryption in healthcare, is fragmented and depends on the specific
application and context; nevertheless, the whole biomedical domain is subject
to pseudo-reidentification implications and is recognised as an emerging attack
vector.

Practitioners align their practices with relevant industry standards (ISO/IEC
E[). However, applying these standards is complex and demanding [26] [38] due to
rapid technological advancement and limited knowledge transfer from academia
to industry. Similarly, the impact of privacy risk and its context-dependent
nature require early identification [28], [48] to respond to emerging risks ade-
quately. Furthermore, due to the complexity and multi-case nature of the data in-
volved in producing in the OoC domain, previously reidentification risk demands
more specific evaluation against the recently introduced pseudo-reidentification
notation [16], which highlights and refocuses aspects of privacy risk. Pseudo-
reidentification is significant in the OoC domain, as it enables the identification
of unique data patterns that, while not directly linked to individuals, could allow
future linkage to external datasets. Unlike traditional reidentification, pseudo-
reidentification enables the detection of unique patterns in anonymised datasets,
often enhanced by AI, making it highly relevant to clinical data, the OoC do-
main, and personalised drug development.

EU regulations Given the complexity of the data generated, utilised, and
transferred within the OoC domain, stakeholders are required to meet multi-
ple legal, technical, and organisational obligations to ensure compliance with
EU regulations. These obligations stem from binding EU legislation and are
further clarified through regulatory opinions, guidelines, and technical recom-
mendations, including [11], [I3], and [I0].

Current EU legislative frameworks, along with opinions and recommenda-
tions from data protection agencies [II], [13], [I0], and the Digital Omnibus
proposal, are intended to enhance transparency for data controllers and pro-

2 GDPR, Article 4(15)
3 GDPR, Article 4(13)
4 GDPR, Article 9(1)
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cessors and to clarify the relationship between the AIA and the GDPR. Rele-
vant legislative proposals, such as the Digital Omnibus proposal draft, aim to
enhance regulatory clarity for data controllers, processors, and third parties.
These proposals focus on the interaction between the ATA and the GDPR, with
particular emphasis on the definition of personal data. Within the regulatory
context and potential changes to the definition of personal data, a central issue
is whether data used or shared within the OoC domain can satisfy the notion
of full anonymisation or remain personal data subject to the GDPR. Under the
GDPR, data is considered anonymous if it does not relate to an identified or
identifiable natural person [II]. The EDPB specifies three criteria for assess-
ing anonymisation: No Record Isolation, No Linkage, and No Inference. These
criteria are intended to “assess the effectiveness of possible (re-)identification
techniques”, which is likely practical for the OoC domain.

Biomedical data often contain or reveal personal and sensitive information,
which can facilitate the identification of individuals [23]. The degree of identifi-
ability depends on factors such as data granularity, sample size, the availability
of auxiliary datasets, and the technical means reasonably available to potential
recipients or adversaries. Furthermore, as reported in [9], maintaining the full
utility of the original data while mitigating privacy risks remains an unresolved
challenge. Similarly, as explained in [42], a standardised and generally appli-
cable re-identification risk assessment framework for guiding data processors,
controllers, and researchers, particularly for genetic data, is not yet been estab-
lished. This limitation is especially significant for OoC research, where highly
granular, multimodal, or longitudinal biomedical data may need to retain sub-
stantial scientific utility.

Even when such data are coded or pseudonymised, linking them with other
datasets can enable the re-identification of individuals, including those repre-
sented in small samples, due to advances in data linkage, computational in-
ference, genomic matching, and the increasing availability of auxiliary data
[32]. Therefore, while pseudonymisation and coding can mitigate the risk of re-
identification, they alone do not demonstrate that OoC data have been anonymised
in accordance with the requirements of the GDPR.

Related work None of the studies reports or explores the impact of pseudo-
reindefication on the OoC domain. Note: At the time, current research was con-
ducted. The OoC domain is characterised as interdisciplinary [44] and recognised
for its implications in meeting legislative requirements, except when applied ex-
clusively for research purposes. Several attempts are devoted mainly to studying
ethical aspects and utility trade-offs, as well as anonymisation of data and ways
to assess privacy risk through established assessments [45]. Further, we discuss
recent academic contributions to provide an overview.

The primary body of knowledge within the OoC domain emphasises [46],
[41] ethical considerations, such as informed consent and data ownership, and
highlights the importance of data protection and privacy. Also, limited atten-
tion to the key challenges, as a) obtaining the personalised health data, which
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includes ethical and consent issues, together with b) utilising personal data for
the personalised drug development by merging our outputs with different labs or
sharing datasets, results in a key challenge for the successful implementation of
OoC technology. Several studies [49], [7] highlight the importance of anonymi-
sation issues within the biomedical domain and in PETSs, which pose a high risk
of reidentification and entail utility trade-offs.

Subsequent studies [22], [20], [17], [15], [40], [30] related to the (pseudo)reidentification
primarily investigate its implications within the biomedical domain. Studies use
terms such as identifiability, linkage, membership inference, or reidentification,
but they only partly lay the groundwork for emerging validation of whether the
pseudonymised genomes or unique features remain distinguishable and subject to
fall under the pseudo-reidentification concept. Likewise, a review [29] underscores
the significance of privacy implications and identifies pseudo-reidentification as
an emerging attack vector.

3 Methods

3.1 Concept analysis method

This study adopts Rodgers’ evolutionary concept analysis [43], which builds on
Wilson’s approach to concept analysis [47] and emphasises the dynamic and
context-dependent nature of concepts. Rodgers’ method examines how a con-
cept’s meaning, attributes, antecedents, consequences, and related terms evolve
across contexts and disciplines [for example, comparing technical, legal, and pol-
icy interpretations of pseudo-reidentification in OoC|]. Although several similar
approaches to concept analysis are available [?], including the most closely re-
lated approach [47], we consider Rodgers’ method the most appropriate for three
reasons. First, the literature across the technical, legal, and policy domains is
limited and does not explicitly address pseudo-reidentification. Second, the ter-
minology and associated concepts are likely to change and expand over time.
Third, goal-based regulations increasingly require data processors and other en-
tities handling sensitive data to assess and validate reidentification risks or com-
parable privacy-related concepts.

Within Rodgers’ approach, the significance of the selected concept is a central
consideration. In the OoC domain, pseudo-reidentification represents a purpose-
ful analytical concept because it helps identify and mitigate privacy risks [for
example, inferring an individual’s identity by combining contextual data across
environments|. It also provides an adequate and reliable characterisation of the
phenomenon and its associated privacy implications. Defining the concept more
precisely enables us to describe pseudo-reidentification in the OoC domain and
identify the characteristics it assumes within different disciplines [for ezample,
technical identifiability thresholds may differ from legally recognised reidentifica-
tion standards].

The selected approach also enables the identification of interdisciplinary dif-
ferences in how the concept is understood and applied, while incorporating
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perspectives from the technical, legal, and policy domains. We therefore argue
that Rodgers’ evolutionary concept analysis is well-suited to examining pseudo-
reidentification risks in the OoC domain, particularly because it requires insights
from and coordination among these interconnected disciplines.

Rodgers” method is an iterative process consisting of six main steps that
yield more contextual interpretation than a permanent definition, as follows. 1.
Specify a concept, purpose, surrogate terms, and related concepts. 2. Determine
and select the representative data sources. 3. Collection of relevant data within
the scope of concepts, attributes, and conceptual basis, including interdependent
variations. 4. analysis concept based on characteristics, attributes 5. provisional
example that satisfies the concept, if available. 6. Formulate a contextual defi-
nition, hypotheses, and directions for the concept’s future development.

3.2 Sources of data

The scope of domain studies includes topics related to the OoC, privacy risk,
reidentification, and EU regulations. Primary search was conducted over the
ACM Digital Library, IEEE Explore Digital Library, SCOPUS, Web of Science,
Scopus, and SpringerLink using the search query, using the AND , OR operators
as presented in Fig. 1. Guided by our inclusion criteria, we aim to include any
full-length academic study that a) is written in English, b) covers topics related
to privacy, reidentification, EU legislation and OOC, and c) utilises sensitive or
personal data and is a primary study. Our primary exclusion criteria are studies
that don’t address the research questions, duplicate titles, articles published as
position papers or posters, and those not written in English. To ensure reliability
in the filtering and selection process, a literature management platform, such as
Rayyan [24], was utilised. To assess relevance by reviewing the title and abstract,
both researchers conducted a pilot study (blindly) comprising 10% of the original
corpus (n=17). For this review, the agreement is predominantly plausible, as
indicated by Cohen’s kappa (0.57). Subsequently, one researcher reviewed the
final subset of studies and consulted the second researcher only when eligibility
was uncertain. A total of 169 studies were considered for eligibility, and 14
original studies were included in the final analysis.

3.3 Data analysis process

Selected studies were evaluated depending on their validity and quality, until
the conducted literature search enabled to fullfil the properties of the concepts
extracted from 14 studies. Data collection and analysis were conducted simulta-
neously, and given the topics involved, OoC-related studies were analysed first,
followed by other domains, privacy, policies, and computer science, including
other academic studies. The analysis results were then used to refine the def-
initions of the concepts. Consensus and disagreement regarding these concepts
across disciplines were examined and updated. Recurring subjects identified dur-
ing the analysis were organised into the categories of " Attributes," " Antecedents,"
and " Consequences".
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Search DB:

Keywords: organ-on-chip, microphysiological system*, tissue chip*, multi organ on chip, human-on-chip AND privac*, data protection,
personal data, sensitive data, health data, confidential*, identifiab* AND reidentif*, re-identif*, pseudonym*, anonym*, deidentif*, data
linkage, linkage attack*, identity inference

Published: 2016 Q1 - 2026 Q3

ACM Digital Library: 9; IEEE Xplore: 20; Scopus: 22; Web of Science: 53; SpringerLink: 84

Total: 188

.| Records excluded (dublicates) |

N =169

Records excluded (title & abstract screen), N=146
"1 e Not related to OoC
. Not related to privacy

Full text assessment

Records excluded

Final studies included in
analysis
N=14

Fig. 1. Overview of the study selection process Note: Search was adapted to the syntax
and indexing requirements of each DB

4 Results

This section demonstrates the results, with individual subsections addressing
Attributes, Antecedents, and Consequences (Table. 1). The study’s demograph-
ics are shown in Fig. 3a, while Fig. 3b illustrates the domain distributions of
the included studies. Also, concepts are understood as dynamic and context-
dependent within Rodgers’ framework [43]; the specified antecedents, attributes,
and consequences further describe provisional conditions associated with pseudo-
reidentification across the OoC, privacy, technical, and regulatory domains (Fig.2).

4.1 0OoC Antecedents

According to the Rodgers concept analysis [43], antecedents are a) events, b)
conditions or ¢) circumstances that lead to the emergence of the concept. For
pseudo-reidentification, it could be distributed across the technical, informa-
tional, organisational and contextual conditions that enable drawing conclusions,
narrowing the search, or establishing a probabilistic connection for a specific data
subject, likely without any confirmation of the data subject’s identity. In the
00C domain, it could occur across various actions related to biological samples,
OoC chips, experimental outputs, donor data, clinical records, outputs from
AT models, datasets and contextual metadata, processed together or linkable
across different systems or third parties. In other words, antecedents make
pseudo-reidentification possible, whereas attributes demonstrate that pseudo-
reidentification has occurred.
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> Antecedents > Attributes >> Consequences
@or—llnkedbiologlcal unlquenesh @ur detection and resl@ / \
Disclosure of donor identity;

Cells, tissues, biomaterials from donors)) [ identifiability:
genomics, epigenomic,  phenotypic, pqlenlilal conversion  to the  full
multi-omic  data, morphological and| | Rear or unique biological or experimental reidentification;
physiological signals, models developed| | outputis detected; exposure ufsensitive health data;
from donors, small or rear-disease discrimination;
population (e.g twins, relatives, precise( [ Creation of a (semijunique profile; stigmatization;
location, minority groups), high family or group privacy risks;
dimensional datasets Linkage/tracking across studies; consent violations;
purpose limitations implications;
Incomplete  or  partial  (pseudo)| | Persistent linkage of records, attributes | | 108s of privacy, confidentiality;
anonymisation;  data-utiity  tradeoffs:| | to the same unnamed individual or || [0S of public trust;
pseudonymisation; persistent identifiers;| | group; \egallllabllity:
access to external dalasets; access control restrictions on data sharing;
issues; weak removal of identifiers (eg.|| Probabilistic donor-level classification; Increased or improved ~governance
defacing); algorithmic  recognition; absence of | | requirements;
civil/personal identity; Increased demand for safeguards;
Multimodal, longitudinal sampling, restrictions on access control;
interoperable databases; Singling-out or narrowing a candidate ethical implications; _
group without full reidentification; incorrect/decreased performance in
Rich analytics: ML, SNP analysis,| | Individual remains identifiable after direct | | filoring treatment and drugs / clinical
fine-mapping, digital twins, genealogy| | identifiers removed; validity;
resources, enhanced data sharing and disclosure
Contextual reidentification for individual | | controls;
(FAIR)Repositories,  biobanks, ferensic| | or group;
databases, multi-labs environment; Analysis enable a partial individual
profile rather than verified identity;
Broad consent, unclear  purpose
limitations, secondary reuse, incomplete| [ Unique pattern or attribute enabling

ethical oversight, unrepresentative training probabilistic associations with individual ,
\@deﬁnmon of personal data; Wdividual identity remains unverified; K /

Fig. 2. Conceptual model of pseudo-reidentificaion in OoC Note: Conceptual represen-
tation provides a preliminary model rather than a validated one. The principal contribu-
tion is to demonstrate that identifying donor identity or individuality without confirmed
identity is both possible and practical

Pseudo-reidentification in the OoC domain remained understudied and un-
known, and reidentification has also attracted limited attention. Nevertheless,
analysis of the relevant concepts indicates that the phenomenon under inves-
tigation is facilitated by donor-linked biological materials [P01, P05, P08-P10,
P12-P14], high-dimensional genomic and multi-omics data [P01, P04, P05, P08,
P09, P10, P13, P14], small, rare, or unique populations [P01, P03, P07, P08,
P14], longitudinal and interoperable datasets [P01, P03, P07, P11, P14|, in-
sufficient de-identification [P01, P02, P03, P07, P08| and linkage to external
resources [P03, P06, P08-P10, P12]. These conditions are further influenced by
the utilisation of AI [PO1, P07, P09, P11, P13, P14], (ii) SNP, fine-mapping
[P04, P05,P06, P08-P10, P12], and digital-twin modelling [P01, P13, P14]. No-
tably, we have identified an ongoing EU project that directly addresses a close
connection to the concept under study [P03].

4.2 Attributes

Following Rodgers’ concept analysis [43], attributes are defined as the recurring
characteristics that form a concept and distinguish it from related concepts.
Thus, selecting key attributes is essential for clarifying and understanding the
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Table 1. Mapping of evidence identified in the included studies

Study Ref. Year Mapping Notes

ID

P01 [A6] 2025 A, At,C ¢
P02 [B6] 2023 AC 2
P03 A 2026 A, At,C ¢
P04 21 2024 A ?
P05 B 2026 A At ?
P06 B4 2017 At ?
P07 [B5 2022 A, At,C ¢
P08 [39 2026 A, At,C ¢
P09 B 2026 A, At,C ¢
P10 [25] 2025 A, At,C ¢
P11 6] 2025 AC 7
P12 Bl 2023 A,C 2
P13 [[4 2026 A, At,C ?
P14 [BI] 2020 A, At,C ?

Note: A = antecedents; At = attributes; C = consequences;

concepts studied and distinguishing them from one another. In other words,
antecedents make pseudo-reidentification possible, whereas attributes demon-
strate that pseudo-reidentification has occurred. For the OoC domain, pseudo-
reidentification attributes are: reidentification, inferential attribution, residual
identifiability, information linkage, partial reidentification, contextual dependen-
cies, and

As recodred, defining attributes are detection of a distinctive biological or
experimental patterns [P05, P06, P09,P10, P11, P14]; result of a partial donor
profile [P07, P09,P10, P12,P13,P14]; persistent cross-record or cross-study link-
ability [P01, P03, P07-P10, P12]; singling out or candidate-set narrowing [P06-
P10, P12]; and probabilistic donor attribution while identity remains unverified
[P0O6, P09, P10, P12]. Also, inference is context conditional [P07, P09, P13] and
may be inaccurate, varying depending on supporting data [P06, P07, P09, P10,
P12], analytical capabilities [P05, P06, P07, P09-P11, P13], and validation qual-
ity [P02, P06, P09-P11, P13].

4.3 Consequences

Consequences [43] are the events, situations, or outcomes that follow the occur-
rence of a concept. Consequences are not limited to direct harm and may include
individual, social, organisational, legal, scientific, policy and governance-related
effects. In the OoC domain, the consequences of pseudo-reidentification arise
from the creation, aggregation, or utilisation of an unproven but potentially
plausible connection between biological or experimental data, a dataset, model
output, tissue chip output and a specific individual.
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Consequences include loss of practical anonymity [P01, P07 - P10, P12, P13];
inference or disclosure of sensitive health data [P01, P07, P09, P10, P12, P13];
family or group exposure [P08, P09, P10, P12, P13|; discrimination,/ stigmati-
sation [P01, PO7- P10, P12- P13]; consent and purpose-limitation circumstances
[PO1, P03, P08, P09, P10, P12 - P14]; loss of trust [PO1, P11, P13|; and likely
escalation to confirmed reidentification [P01, P07 - P10, P12, P13]. These results
may demand more robust governance and data-sharing controls [P01 - P03, P08
- P10, P12 - P14]. False attribution or privacy modifications that remove clini-
cally relevant information may also undermine r&d/academic reproducibility or
clinical validity [P02, P06, P09 - P11, P13|.

5 Discussion

This study aimed to evaluate the applicability of the pseudo-reidentification con-
cept within the OoC domain by identifying specific aspects and considering the
analysis to provide a tailored provisional definition. The analysis further aims
to demonstrate the potential relevance of the pseudo-reidentification concept in
the OoC domain, stressing its role in enhancing donor privacy and facilitating
the development of personalised drugs and treatments through the use of sen-
sitive and granular data. A rapid Rodgers concept analysis, aligned with the
SLR process, was utilised as the primary analytical approach. Utilising the cho-
sen concept analysis indicates the practical value of analysing novel concepts
in technology-driven domains lacking established taxonomies. Furthermore, the
findings demonstrate the applicability of concept analysis within the OoC do-
main, which remains in clinical or research phases. These results were obtained
with acknowledged limitations.

Tailored definition: The process by which Al or added analytical meth-
ods/models detect and incorporate residual donor-specific biological, experimen-
tal, or contextual patterns in deidentified OoC data, enabling a donor to be sin-
gled out, the group of possible donors to be narrowed, or a probabilistic or partial
attribution to be made without establishing the donor’s confirmed identity.

6 Limitations

Analysis limitations consist of a few aspects. The concept under study has lim-
ited academic representation across domains; the selected studies show limited
engagement with pseudo-reidentification. Thus, various variables should be con-
sidered, sorted and excluded during the process. Search terms and database
selection may impose limitations on the study conducted. Furthermore, the
study design could be enhanced by incorporating additional forward and back-
ward searches. Evaluating surrogate or potentially equivalent terms for pseudo-
reidentification and reidentification may facilitate a more detailed analysis and
a clearer definition of pseudo-reidentification.
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7 Conclusion

This study is a systematic analysis of the pseudo-reidentification concept in the
0Oo0C domain and delivers an updated definition of the concept under study.
The main goal of this study and analysis conducted is to supply a conceptual
preliminary model for pseudo-reidenticiation, together with outlining the future
research directions and providing advanced knowledge for the OoC application
and further application of diverse technologies to provide insights from gran-
ular and sensitive data, preserving data subjects’ privacy, consent and fulfill-
ing current and future regulations. We argue that clarity and utilisation of the
updated definition will facilitate the implementation of OoC technologies and,
where necessary, personalised drug development, thereby enabling a transition
from the research environment to subsequent stages. Furthermore, this analysis
is intended to inform legal, technical, and policy experts in addressing emerging
challenges related to enhanced privacy for donors and individuals. By identify-
ing the antecedents, attributes, and consequences, this study seeks to enhance
conceptual clarity and offer a supplemented model.

Advancing the integration of OoC technology into biomedical, clinical, and
health systems requires substantial interdisciplinary collaboration. The concep-
tual evidence provided in this study is intended to inform future developments
in both the OoC and privacy domains.
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