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Abstract. The Revised Product Liability Directive engenders structural
conflicts when applied to distributed data architectures. While software
is now explicitly classified as an actionable product under the Revised
PLD, Article 10(4) evidentiary presumptions face significant challenges
when applied to privacy-preserving computational frameworks. This re-
search isolates Federated Learning (FL) within high-risk credit evaluation
systems to demonstrate how decentralized training environments viti-
ate the Directive’s causal logic. In FL architectures, central providers
(manufacturers under the Revised PLD) distribute a global model while
local nodes (operated by deployers under the AI Act) compute localized
weights, thereby depriving the provider of access to post-deployment train-
ing data. Consequently, the stringent evidentiary disclosure mandates of
Article 9(1) place providers in a highly disadvantageous legal position.
To resolve this regulatory impasse between ex-post liability frameworks
and ex-ante privacy regulations, this paper proposes a Differentiated
Liability Taxonomy de lege ferenda. This tripartite framework directly
calibrates Article 10 presumptions of defectiveness and causality against
quantifiable vectors of architectural control. Implementing this taxonomy
as a legislative update or regulatory guideline secures exacting remedial
mechanisms for algorithmic harm while preventing the disproportionate
penalization of decentralized computational topologies.

Keywords: Directive (EU) 2024/2853 · AI Act · Federated Learn-
ing · Trusted Execution Environments (TEE) · Privacy-Enhancing
Technologies (PETs) · Evidentiary Presumptions.

1 Introduction: The Systemic Impasse in Algorithmic
Accountability

Artificial Intelligence (AI) governance frameworks suffer from an inherent regula-
tory dilemma. Transitioning from the European Union’s ethical rules to tort lia-
bility reveals an inherent tension between ex-post liability and privacy-preserving
computational design [17]. Specifically, the Revised Product Liability Directive
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(Revised PLD) [14], i.e., Directive (EU) 2024/2853, represents this doctrinal
transition through the reclassification of AI systems as products under a strict li-
ability regime. Read alongside the Artificial Intelligence Act (AI Act), Regulation
(EU) 2024/1689 [15], this creates two challenges for practitioners—algorithmic
accountability and strict limitation of data usage, especially in high-risk systems
such as automated credit scoring [16,10].

While centralized architectures comply with both regulations, distributed
ones challenge traditional doctrinal approaches. By way of illustration, Federated
Learning (FL) [21,23] was developed to implement the General Data Protection
Regulation (GDPR) requirement for data protection by design and by default. The
approach achieves this by uncoupling algorithm training from the underlying data
processing. Edge nodes perform localized calculations of the gradient and send
the resulting aggregated weights to the orchestrator without sending proprietary,
raw financial data [37].

The evidentiary mechanism of the Revised PLD—specifically Articles 9 and
10—is predicated on the assumption that the manufacturer has continuous
telemetric visibility of their post-market product [30]. Because FL deliberately
shields the central orchestrator from local node input data, a structural evidentiary
asymmetry emerges. According to Article 9, a failure by a manufacturer to produce
relevant data creates rebuttable presumptions of defectiveness and causation
under Article 10. This creates a doctrinal paradox where central orchestrators
are strictly liable for localized issues such as edge-node data poisoning and bias
which the orchestrator lacks architectural and cryptographic capacity to detect
and manage.

In February 2025, the European Commission withdrew the Artificial Intelli-
gence Liability Directive (AILD) [4], thereby exacerbating this regulatory gap.
Consequently, the Revised PLD constitutes the sole harmonized instrument
addressing algorithmic tort liability within the Union [13,28].

To address this schism between the realities of the distributed computational
architecture and strict liability, this article adopts a methodology of legal doctrine
combined with cryptographic threat modeling. Therefore, a Differentiated Liabil-
ity Taxonomy is proposed de lege ferenda [42,7]. Contemporary European tort law
relies extensively on binary demarcations of architectural control. The proposed
taxonomy transcends this rigidity by integrating hardware-anchored Trusted
Execution Environments (TEEs) and remote cryptographic attestation protocols
[41,43] directly into the evidentiary calculus governing the burden of proof. By
calibrating legal presumptions of defectiveness with cryptographically verifiable
vectors of control, this framework maintains privacy-preserving computation
while ensuring effective redress for algorithmic harms.

2 The Legislative Landscape: Categorical Expansions and
Strategic Withdrawals

The European Union’s approach to digital liability has historically been char-
acterized by a dual-track strategy: public law regulation through the AI Act,
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and private law remediation through civil liability directives. Understanding
the current structural incompatibility requires a forensic examination of recent
legislative shifts, notably the expansion of the Revised PLD and the unexpected
withdrawal of the AILD.

2.1 The Revised Product Liability Directive: Software as an
Actionable Product

Adopted on October 23, 2024, and published in the Official Journal on November
18, 2024 (entering into force on December 8, 2024) as Directive (EU) 2024/2853,
the Revised PLD fundamentally overhauls the legacy 1985 product liability regime
(Directive 85/374/EEC) to encompass the realities of the digital age [14]. Member
States are mandated to transpose the Directive into national law by December
9, 2026. The most critical doctrinal shift resides in Article 4(1) and Recital 13,
which explicitly expand the definition of a “product” to include software, thereby
capturing operating systems, firmware, applications, and complex AI systems
[31], regardless of the mode of supply, whether integrated into physical goods,
stored on a device, or provided as a cloud-based Software-as-a-Service (SaaS)
[24,32].

This expansion resolves a decades-long accountability void regarding static,
centralized software. By formally classifying AI as a product, the Revised PLD
ensures that any natural person suffering damage—which now explicitly includes
medically recognized psychological harm and the destruction or corruption of non-
professional data under Article 6—can claim compensation by proving the defect
and the causal link, irrespective of manufacturer fault. The liability period for
latent damages has also been significantly extended to 25 years, accommodating
the delayed manifestation of algorithmic harms. Furthermore, Article 11 explicitly
bans any contractual attempt to limit or exclude liability for defective products,
preventing suppliers from utilizing standard risk-management tools such as
liability caps against consumers.

Economically, this framework incentivizes manufacturers to internalize algo-
rithmic externalities, encouraging efficient precautions [27]. Legal scholars argue
that the economic efficiency of strict liability depends entirely on the manufac-
turer’s capacity to foresee risks, assess probabilities, and implement technical
safeguards [26]. However, as the literature indicates, the new regulation may
reduce the foreseeability of risks by presenting additional legal uncertainties,
adverse selection, and moral hazard problems, particularly when software in-
volves continuous learning or multi-agent modifications [7]. As the subsequent
analysis will demonstrate, distributed computational architectures disrupt this
fundamental risk-assessment capacity, challenging the economic rationale of the
Revised PLD.

The European Commission originally envisioned the Revised PLD operating
in tandem with a highly specialized instrument: the AI Liability Directive (AILD)
[11,25]. The AILD was designed to adapt fault-based civil liability rules to the
unique characteristics of AI [13]. However, prioritizing regulatory simplification,
the Commission formally withdrew the AILD in early 2025 [4,12]. This withdrawal



4 Wiktor Wilkołaski

leaves a structural gap, ensuring that AI-related liability falls predominantly
under the strict liability regime of the Revised PLD [28]. Without the AILD’s
specialized mechanisms, the Revised PLD—a relatively broad instrument—now
bears the primary burden of ensuring algorithmic accountability, making its
evidentiary presumptions the primary battlefield for AI litigation.

The AI Act’s Ex-Ante Framework and High-Risk Designations. Operating up-
stream of the Revised PLD is the AI Act (Regulation (EU) 2024/1689), which
entered into force on August 1, 2024, with a phased implementation timeline
stretching to 2027 and 2028 for various high-risk systems [15]. Unlike the Revised
PLD’s ex-post compensatory focus, the AI Act functions as a comprehensive
product safety regulation mandating rigorous ex-ante compliance.

Under Annex III, AI systems utilized to evaluate the creditworthiness of
natural persons or establish their credit score are explicitly classified as “high-
risk” systems [16]. Providers and deployers of high-risk systems are subject to a
complex set of obligations. Most notably for this analysis, Article 10 mandates
rigorous data governance and quality standards, while Article 12 requires technical
capabilities for the automatic recording of events (logs) over the system’s lifetime.
These logging capabilities must record the period of each use, the reference
databases against which input data has been checked, and instances of substantial
modification.

Notably, Article 26 delineates the specific obligations of deployers. It dictates
that the responsibility to maintain these logs defaults entirely to the deployer if the
logs remain under their operational control (Article 26(6)). In scenarios involving
multi-institutional collaboration—such as federated credit scoring networks—the
AI Act structurally permits and even encourages the decentralization of data
control to respect fundamental rights and GDPR minimization principles [8,10].
This creates a distinct and formal legal separation between the entity developing
the overarching model (the provider/manufacturer) and the local financial entity
executing it and holding the data (the deployer).

3 Federated Learning in Financial Infrastructures:
Technical and Legal Asymmetries

3.1 The Architectural Decoupling of Models and Data in Credit
Scoring

Federated Learning (FL) structurally decouples model training from data ag-
gregation, pushing computation to the network’s edge rather than centralizing
raw data. In a cross-institutional credit scoring context, local nodes (e.g., retail
banks) train a globally distributed model (Wglobal) strictly on their proprietary,
localized data, generating local weight updates (Wlocal). The central orchestrator
aggregates only these cryptographically secured updates, never accessing the
underlying raw financial data [39,22,9].

Advanced implementations integrate privacy-enhancing technologies like Dif-
ferential Privacy or homomorphic encryption [5,36,35]. This provides formal
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privacy guarantees, making it computationally infeasible for the central server to
reverse-engineer gradients to infer sensitive data, achieving rigorous compliance
with GDPR data minimization (Article 5(1)(c)). Studies confirm these frame-
works maintain high accuracy (e.g., > 96%) while ensuring regulatory compliance
without centralized data aggregation [38,33].

3.2 Identifying the “Manufacturer” and “Deployer” in FL Topologies

Applying European Union regulation to this technical topology reveals an
asymmetric and highly problematic distribution of legal responsibilities. As
Woisetschläger et al. systematically analyze [37], FL represents cooperative learn-
ing in which clients and servers naturally share legal responsibility, yet the
regulatory texts enforce rigid, singular categorizations (see Table 1).

Under the definitions of the AI Act and the Revised PLD, the entity designing
and orchestrating the central FL server acts as the “provider”1 and the “manu-
facturer”2. This central entity dictates the secure system design, manages the
aggregation algorithms, defines the hyper-parameters, and ultimately places the
final global model on the market.

Conversely, the local financial institutions operating the edge nodes act as
“deployers”3. Because the AI Act emphasizes secure overall system design rather
than granular control over individual data processing phases, the core provider
obligations—and subsequently, the strict manufacturer liability under the Revised
PLD—default teleologically to the central server operator. The deployers control
the actual training vectors, possess the raw data, and maintain the local execution
logs pursuant to Article 26 of the AI Act.

This architectural reality creates a significant legal vulnerability: the central
manufacturer is held strictly liable under the law for the outputs of an algorithm
shaped by localized data vectors to which they have no physical or technical
access.

Trust Assumptions and Threat Model. To formalize this legal-technical intersec-
tion for rigorous analysis, we must define the cryptographic and architectural
threat model typical for high-risk federated credit scoring networks. The network
operates under specific trust assumptions:

– Central Orchestrator (Manufacturer): Considered Honest-but-Curious.
The orchestrator faithfully executes the aggregation protocol and maintains
the global model. It seeks to optimize the model without intentionally breach-
ing deployer privacy, but it is incentivized to evade strict liability under the
Revised PLD by shifting blame to the edge nodes.

– Local Edge Nodes (Deployers): Considered Malicious/Rational. They
possess the proprietary raw financial data. A malicious or highly negligent

1 Regulation (EU) 2024/1689 (AI Act), Article 3(3).
2 Directive (EU) 2024/2853 (Revised PLD), Article 4(1).
3 AI Act, Article 3(4).
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deployer may attempt to manipulate the local gradient (e.g., via data poison-
ing) to bias the model for competitive advantage, subsequently attempting
to exploit the evidentiary asymmetries of Article 10(4) of the Revised PLD
to shift liability onto the central Manufacturer.

This threat model highlights the necessity for a verifiable mechanism to resolve
disputes when algorithmic harm occurs.

4 The Evidentiary Deficit and the Article 10 Paradox

The structural tension between privacy-preserving FL architectures and European
tort law is most pronounced within the evidentiary mechanics of the Revised
PLD. The Directive explicitly seeks to alleviate the historically heavy burden of
proof placed on consumers facing complex technological products by instituting
stringent disclosure mandates and broad rebuttable presumptions. However,
in distributed architectures, these very mechanisms inadvertently turn privacy
compliance against the manufacturer.

4.1 Disclosure Mandates Under Article 9(1)

Article 9(1) of the Revised PLD empowers national courts to order a defendant
manufacturer to disclose “necessary and proportionate” evidence that is “at its
disposal” to assist the claimant in proving defectiveness [31,30]. In centralized
AI architectures, retaining exhaustive system telemetry, comprehensive training
datasets, and detailed inference logs constitutes standard industry practice. If
a centralized provider refuses to disclose this data during a liability claim—for
instance, regarding a discriminatory or defective credit decision that caused
financial exclusion—they face immediate and significant legal repercussions.

However, in Federated Learning architectures, the central entity is crypto-
graphically and architecturally blind to the local data inputs that caused the
algorithmic drift or defect. The manufacturer intentionally designed the system
to comply with GDPR data minimization and the AI Act’s decentralized gov-
ernance frameworks. Consequently, the local training data evades the central
infrastructure and genuinely falls outside the scope of evidence “at its disposal.”

While a national court may acknowledge the factual reality that a manufac-
turer cannot physically disclose what it does not possess, this lack of disclosure
does not absolve the manufacturer; rather, it triggers a substantial cascade of
strict liability presumptions.

4.2 The Rebuttable Presumptions of Defectiveness (Article 10)

Article 10 of the Revised PLD introduces a series of rebuttable presumptions
designed to substantially shift the burden of proof in favor of the claimant.

– Article 10(2)(a) explicitly presumes a product is defective if the defendant
fails to comply with the disclosure obligations under Article 9.
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– Article 10(3) presumes causation if defectiveness is established and the
damage is of a kind typically consistent with the defect in question.

– Article 10(4) triggers a presumption of both defectiveness and causality
whenever a claimant faces “excessive difficulties” in proving their case, “in
particular due to technical or scientific complexity,” provided the claimant
demonstrates a mere prima facie likelihood of a defect.
AI systems, particularly the high-dimensional deep neural networks utilized

in advanced FL credit scoring, are the primary example of “technical or scien-
tific complexity” due to their inherent opacity, non-linear decision-making, and
“black box” characteristics [24,32]. Furthermore, the non-IID (independent and
identically distributed) nature of data across different financial institutions in
an FL network exponentially increases the complexity of auditing the model
[8]. Therefore, plaintiffs alleging algorithmic harm will almost universally, and
successfully, invoke the Article 10(4) presumption.

4.3 The Article 10 Paradox: Telemetric Blindness and Strict Liability

The interaction of these legislative articles creates a systemic paradox for FL
manufacturers. Once the claimant invokes the Article 10(4) presumption due to
the complexity of the distributed credit model, the burden of proof shifts to the
manufacturer to rebut the presumption of defectiveness.

To mount a successful legal defense—specifically relying on the exemption
under Article 11(1)(c), which requires proving that the probable defect did
not exist at the time the model was placed on the market or that it emerged
post-deployment due to factors entirely outside the manufacturer’s control—the
manufacturer requires forensic access to the local training logs and data vectors.

Because the FL architecture cryptographically precludes the central server
from exfiltrating this localized telemetry from the deployer’s nodes, the manufac-
turer is technically unable to gather the exculpatory evidence required by law.
Thus, engineering a system for maximum privacy and strict AI Act compliance
legally vitiates the provider’s evidentiary capacity to defend themselves under the
Revised PLD. The rebuttable presumption inevitably hardens into unmitigated
strict liability, disproportionately penalizing the manufacturer for anomalies,
biases, or data poisoning introduced entirely by the local deployer.

To resolve this paradox without compromising data minimization principles,
legal frameworks must integrate technical mechanisms of verifiable trust, as
discussed in the following section.

5 Reconciling Ex-Post Liability with Ex-Ante Compliance:
The Role of Cryptographic Attestation

To resolve this legislative incompatibility without abandoning the privacy and
security guarantees of Federated Learning, the legal framework must evolve to
interface directly with advanced cryptographic mechanisms. Traditional legal
contracts between the central server and the edge nodes are fundamentally
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1. Consumer Claim
Allegation of Algorithmic Harm

2. Article 9 Revised PLD
Court Orders Evidence Disclosure

3. FL Privacy Architecture
Telemetric Blindness

(Zero Access to Edge Data)

4. Article 10(4) Revised PLD
Evidentiary Deficit Triggers

Presumption of Defectiveness

The Paradox
Strict Liability

for Central Manufacturer

Manufacturer attempts
to retrieve local logs

Failure to disclose
required

internal telemetry

Inability to mount Art. 11 Defense
(Burden of proof unmet)

Fig. 1. The Article 10 Paradox: A flowchart illustrating how privacy-by-design inadver-
tently leads to strict liability.

insufficient, as post-hoc contractual indemnification does not solve the primary
evidentiary deficit in tort litigation against a consumer. Instead, hardware-based
cryptographic attestation offers a verifiable, mathematical proxy for data visibility.

5.1 Hardware-Enforced Cryptographic Attestation (TEEs)

Trusted Execution Environments (TEEs)—such as Intel SGX, AMD SEV, and
ARM TrustZone—provide hardware-enforced secure enclaves that cryptographi-
cally isolate computations (e.g., local training epochs) from the host machine’s
operating system [43,40,19]. Rather than relying on post-hoc contractual indem-
nification, TEEs supply a tamper-evident, cryptographically signed audit trail of
the local model’s execution state. By deploying the FL client application within a
TEE, the central manufacturer secures an indisputable proof of execution integrity.
This mathematical verification serves as the precise legal mechanism required
to trigger an Article 11 exemption under the Revised PLD, establishing fault
localization without compromising GDPR minimization mandates or requiring
invasive access to the underlying raw financial data [41,20].

The cornerstone of this technical resolution is Remote Cryptographic Attesta-
tion [41,20]. Attestation is a mechanism by which a TEE generates a cryptograph-
ically signed report—anchored securely by a hardware root-of-trust embedded
in the silicon—proving to a remote verifier (the central manufacturer) that a
specific, unmodified piece of software has been securely loaded into a genuine
enclave.

At the conclusion of a local training epoch, the TEE generates a signed
cryptographic proof defined as:

σ = SignSKTEE
(Hash(Binary) ∥ ∇Wi ∥ H(Di) ∥ Timestamp) (1)
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This payload binds the exact software binary, the generated output gradient
(∇Wi), and a binding hash commitment of the local data provenance (H(Di)).
Through attestation, the manufacturer can mathematically verify that the local
deployer’s node adhered to agreed-upon data preprocessing standards, did not
inject malicious or unformatted gradients, and utilized the correct neural network
architecture [6,1].

Verifiable Claims against Data Poisoning and Byzantine Faults. In distributed
credit scoring, the most severe risks leading to Revised PLD liability are Data
Poisoning and Byzantine faults [3,18]. Data poisoning occurs when a malicious
or highly negligent local deployer injects manipulated training data (e.g., highly
biased demographic loan data intended to alter the model’s fairness metrics) to
subvert the global model. Because the central server in standard FL only observes
aggregated gradients, backdoor and targeted poisoning attacks are notoriously
difficult to detect, often masquerading as natural non-IID data variance.

By integrating TEEs and Remote Attestation, the FL framework evolves
into a Zero-Trust Federated Learning environment [34]. Frameworks such as
Sentinel employ code instrumentation to track control-flow and monitor critical
variables within the local TEE, generating the attestation report (σ) that is
securely transmitted to the server. The attestation report acts as a tamper-evident
cryptographic audit trail. If the central server detects anomalous gradients or a
severe degradation in model fairness metrics, it can query the attestation logs.

If the attestation fails, lacks a valid signature, or reveals a breach of protocol,
the manufacturer isolates the anomaly and discards the gradient. Crucially, in
the context of the Revised PLD, this cryptographic proof serves as the exact legal
mechanism required to trigger an Article 11 exemption, providing the evidentiary
link required to establish fault localization without compromising GDPR min-
imization mandates. Importantly, while TEEs introduce minor computational
overheads, modern enclaves easily accommodate the memory constraints of tabu-
lar data models used in financial networks, making this a highly feasible technical
tradeoff.

6 Proposing a Differentiated Liability Taxonomy (Lex
Ferenda)

The application of the Revised PLD’s Article 10 presumptions relies heavily on an
outdated, binary understanding of software architecture: either the manufacturer
possesses full control, or they do not. As established, distributed AI systems exist
on a highly nuanced spectrum of control. Relying solely on the unpredictable
judicial interpretation of “technical complexity” by national courts on a case-by-
case basis will inevitably result in significant legal fragmentation across the EU
and chill investment in critical privacy-enhancing technologies [17,42].

Therefore, this research report formalizes a legislative or regulatory integra-
tion of a Differentiated Liability Taxonomy (de lege ferenda). This framework
supersedes the rigid binary application of Article 10, precisely calibrating the legal
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Tier 1: Cfull

Centralized AI
Full Telemetry & Access

Direct PLD Application
Unmitigated Art. 10(4)

Strict Liability

Tier 2: Cfederated

Federated Learning
TEE Attestation required

Lex Ferenda Framework
Conditional Liability

(Suspended via proof)

Tier 3: Cdecentralized

Multi-Agent / DAOs
Zero Orchestrator

Lex Ferenda Framework
Structurally Precluded

(End-user Liability)

Increasing Degree of Architectural Decentralization

Fig. 2. The Proposed Differentiated Liability Taxonomy (Lex Ferenda): Calibrating the
severity of Article 10(4) evidentiary presumptions directly against the manufacturer’s
verifiable architectural control.

burden of proof directly against the manufacturer’s cryptographically verified
access matrix.

6.1 Tier 1: Full Telemetric Control (Cfull)

– Applicability: Traditional, centralized machine learning architectures where
all training and inference data are aggregated into a single repository managed
entirely by the manufacturer.

– Control Vector: The manufacturer retains complete telemetric visibility
over input vectors, training telemetry, and output inferences.

– Liability Application:
• Article 9 disclosure orders apply fully and without exception.
• Failure to disclose telemetry legitimately triggers the Article 10(2)(a)

presumption of defectiveness.
• The Article 10(4) burden-of-proof reversals apply in full, aligning with

strict liability principles. The manufacturer bears the burden of rebutting
the presumption of defectiveness, reflecting its complete architectural
control.

6.2 Tier 2: Asymmetric Federated Control (Cfederated)

– Applicability: Federated Learning architectures utilized in high-risk envi-
ronments (e.g., cross-institutional credit scoring), where the manufacturer
controls the global model (Wglobal) and aggregation algorithms, but localized
deployers control the raw training data and compute local updates (Wlocal).

– Control Vector: The manufacturer possesses zero visibility into raw data but
maintains structural oversight via mandatory hardware-based cryptographic
attestation and secure execution environments.

– Liability Application:
• To prevent the unjust shifting of strict liability onto the manufacturer for

deployer-induced errors, the application of Article 10(4) (presumption
of defectiveness due to complexity) is conditionally suspended for the
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manufacturer, contingent upon the provision of a formalized exculpatory
mechanism.

• When a claimant establishes a prima facie case of algorithmic harm,
the manufacturer can compel the relevant local deployer to supply a
cryptographic attestation of data integrity and execution compliance.

• If the attestation proves the deployer operated outside defined parameters
(e.g., executing a data poisoning attack, bypassing the TEE, failing to
apply required noise for differential privacy), the manufacturer invokes
the Article 11(1)(c) liability exemption. The law formally classifies the
deployer’s unauthorized intervention as a “post-deployment external
alteration” outside the manufacturer’s control, effectively shielding the
central provider from strict liability.

• If the attestation is mathematically valid but the global model is still
demonstrably defective, liability remains strictly with the manufacturer,
as the defect fundamentally stems from the global aggregation algorithm
or initial baseline model rather than edge-node tampering.

6.3 Tier 3: Fully Decentralized Environments (Cdecentralized)

– Applicability: Permissionless, multi-agent autonomous systems, decentral-
ized autonomous organizations (DAOs), or fully decentralized blockchain-
based learning networks where no central orchestrator exists [7].

– Control Vector: The initial developer releases open-source code or a foun-
dational architecture and lacks any ex-post intervention capacity, aggregation
control, or attestation authority.

– Liability Application:
• The taxonomy structurally precludes the application of Article 10(4)

against the initial manufacturer. The extreme opacity and complexity
are classified as an inherent technological reality of the decentralized
protocol, not a condition sustained by the developer.

• This grants immediate effect to the Article 11(1)(a) exemption (the
manufacturer did not put the product into circulation in a controlled
manner) or Article 11(1)(c), based on demonstrably zero architectural
control. Liability shifts entirely to the end-users or deployers intentionally
executing the autonomous nodes.

7 Operationalizing the Taxonomy: Legal and Contractual
Mechanisms

Translating the theoretical Differentiated Liability Taxonomy into actionable
legal strategy requires integrating these advanced technical mechanisms with
existing commercial and tort law frameworks across the European Union.
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Table 1. Matrix of Differentiated Liability and Role Mapping in AI Architectures

Liability
Tier

AI Act /
Revised PLD

Data Access Cryptographic
Attestation

Applicability
of Art. 10(4)

Tier 1: Cfull
Centralized
ML

Provider /
Manufacturer
(Central)

Full (Raw data,
logs, telemetry)

Not Applicable
(Direct access)

Full
unmitigated
application
(Strict
Liability)

Tier 2:
Cfederated
Federated
Learning

Orchestrator:
Provider /
Manufacturer
Edge Node:
Deployer

Zero
(Orchestrator
blind to raw
data, views only
gradients)

Mandatory
(TEEs, SGX,
Remote
Attestation)

Conditional
(Suspended
upon valid
attestation of
deployer
fault)

Tier 3:
Cdecentralized
Multi-
Agent /
DAO

Decentralized
Deployers /
End-users

Absolute Zero
(No centralized
server)

N/A
(No central
verifying
authority)

Structurally
Precluded

7.1 Leveraging Article 11 Exemptions through Cryptography
The fundamental goal of the Tier 2 taxonomy is to allow manufacturers to
legitimately and practically access the exemptions codified in Article 11 of the
Revised PLD. Article 11(1)(c) explicitly provides that an economic operator
is exempted from liability if they prove that the defectiveness that caused the
damage did not exist at the time the product was placed on the market, or
that the defectiveness came into being subsequently due to factors outside their
control.

Crucially, the proposed Tier 2 framework does not diminish consumer pro-
tection or alter the non-waivable nature of strict liability under Article 11 of
the Revised PLD; rather, it provides a precise technical mechanism for defect
localization. The remote attestation report generated by an Intel SGX or Gramine
enclave serves as a tamper-evident, cryptographically signed ledger of the local
model’s execution state [2,29]. By presenting this attestation to a judicial author-
ity, the manufacturer translates cryptographic mathematical certainty into legal
burden-of-proof satisfaction. It undeniably proves that the statistical deviation
or bias causing the claimant’s financial harm was introduced post-deployment by
the deployer’s specific, localized data vectors, satisfying the high Article 11(1)(c)
evidentiary threshold and correctly channeling delictual liability directly onto
the deployer.

7.2 General Terms and Conditions and Rights of Recourse
While the Revised PLD governs non-contractual strict liability toward harmed
consumers, commercial relations between the central orchestrator (manufacturer)
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and local financial nodes (deployers) are dictated by contract. As Woisetschläger
et al. note [37], ensuring compliance with both the AI Act and GDPR (Articles 26
and 28) requires the development of highly specific General Terms and Conditions
binding both parties in the federated network. Under Article 14 of the Revised
PLD, manufacturers retain an explicit statutory right of recourse against third
parties whose actions contribute to or cause a defect. By integrating mandatory
TEE execution and cryptographic attestation requirements into these bilateral
commercial agreements, orchestrators establish an immediate, indisputable basis
to exercise their right of recourse and claim full indemnification from deployers
whose local data interventions trigger primary liability under Article 10(4).

8 Conclusion

Directive (EU) 2024/2853 represents a major and consequential expansion of
European tort and technology law, bringing the complexities of “black-box”
algorithmic decision-making firmly within the domain of strict product liability.
Following the withdrawal of the highly specialized AI Liability Directive in early
2025, the Revised PLD stands as the primary regulation for victims of algorithmic
harm, heavily reliant on procedural evidentiary presumptions that inherently,
and intentionally, favor the claimant.

However, applying the Revised PLD’s stringent disclosure mandates and
burden-of-proof reversals to distributed, privacy-preserving architectures such as
Federated Learning creates a significant structural incompatibility. By engineering
systems to comply with the GDPR and the AI Act’s rigorous mandates for
data minimization and decentralized governance, FL manufacturers inherently
surrender the telemetric visibility required to defend themselves against the
Revised PLD’s strict liability mechanisms and face liability for the deployment
of privacy-enhancing technologies.

The implementation of the Differentiated Liability Taxonomy de lege ferenda
resolves this critical gap. By entirely abandoning an outdated, binary understand-
ing of architectural control, the taxonomy successfully integrates hardware-based
Trusted Execution Environments and cryptographic attestation directly into the
legal calculus of burden-of-proof. This synthesis of cryptographic verification
and legal presumption ensures that consumers retain exacting, highly effective
remedial mechanisms for algorithmic harm, while simultaneously preventing
the disproportionate penalization of manufacturers deploying privacy-compliant,
decentralized computational topologies. Calibrating legal accountability directly
to quantifiable, cryptographically verifiable vectors of control represents the
necessary, inevitable evolution of European liability law in the era of distributed
AI. Future research should focus on the empirical verification of this taxonomy
within the European Union’s AI regulatory sandboxes. Testing these crypto-
graphic attestation mechanisms in controlled, cross-border financial environments
prior to the Revised PLD’s transposition deadline in December 2026 will provide
critical operational metrics for both regulators and industry stakeholders.
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