
LLM Guardrails for Privacy by Design: A

Privacy-Threat Taxonomy and Black-Box

Evaluation

Rui Zhang[0009−0007−5127−5185] and Dimitri Van Landuyt[0000−0001−6597−2271]

LIRIS Research Centre Information Systems Engineering,
Faculty of Economics and Business (FEB), KU Leuven, Belgium
rui.zhang1@kuleuven.be, dimitri.vanlanduyt@kuleuven.be

Abstract. Large language models increasingly process requests involv-
ing personal, sensitive, and context-dependent information. However,
Privacy by Design principles, structured privacy-threat analysis, and
the empirical evaluation of model-level guardrails remain insu�ciently
connected. This study adopts complementary top-down and bottom-up
approaches. The top-down approach synthesises privacy-related litera-
ture to develop a six-category, test-oriented privacy-threat taxonomy and
identify the corresponding Privacy by Design objectives. The bottom-
up approach empirically evaluates privacy-related guardrail behaviour
through black-box testing. The results provide evidence of privacy-related
guardrails, while also revealing a substantial gap between the top-down
privacy-threat taxonomy and the bottom-up categories represented in a
general-purpose safety benchmark. Overall, the study provides a struc-
tured conceptual and empirical basis for privacy-oriented guardrail eval-
uation.
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1 Introduction

Large language models increasingly process requests involving personal, sensi-
tive, and context-dependent information. Such interactions may expose personal
data, infer sensitive attributes from indirect cues, link information across sources,
support pro�ling, or enable contextually inappropriate information use [22, 4, 14,
15]. These privacy threats extend beyond training-data memorisation and direct
disclosure, creating a need for controls that can restrict inappropriate privacy-
related requests at the model level.

Privacy by Design requires privacy protection to be embedded throughout
system design and operation [3, 10, 12]. Although model-level guardrails cannot
implement Privacy by Design on their own, they may serve as a complementary
control by restricting requests involving the inappropriate disclosure, inference,
linking, or use of personal information.
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However, privacy-threat research and model guardrail evaluation remain in-
su�ciently connected. Traditional privacy engineering and more recent research
on privacy in LLMs provide relatively systematic accounts of privacy threats,
but primarily support system-level threat modelling, risk governance, and the
design of protective measures [8, 21, 15, 4]. Guardrail evaluation, by contrast, typ-
ically examines refusal behaviour, response safety, over-refusal, and robustness
through externally observable prompt-response interactions [11, 20, 23]. However,
these approaches are generally not organised around a structured, top-down
conceptualisation or taxonomy of privacy threats. Consequently, it remains di�-
cult to determine which privacy threats are covered by existing benchmarks and
how their observed restriction behaviour relates to Privacy by Design objectives.
Further work is therefore required to translate structured privacy threats into
testable objects for prompt-response analysis and to combine multiple forms of
black-box evidence when evaluating how model-level guardrails support privacy
protection.

This study addresses this problem through complementary top-down and
bottom-up paths. The top-down path synthesises established privacy-engineering
frameworks and recent LLM privacy research to construct a six-category, test-
oriented privacy-threat taxonomy and identify the corresponding Privacy by
Design objectives. The bottom-up path uses privacy-related prompts extracted
from WildGuardTest, a safety evaluation set released with WildGuard and or-
ganised according to its general-purpose safety taxonomy [11]. It applies three
complementary testing strategies: a Chi-square comparison of response distri-
butions between harmful and benign prompts, informed by contrastive safety
evaluation [20]; diagnostic Self-report questions for distinguishing policy-based
restriction from capability limitations [17]; and Shallow Depth testing based
on assistant-pre�ll manipulation [23]. These strategies compare the externally
observable behaviour of the original GPT-OSS 20B model with that of its ablit-
erated variant. This design examines whether the model selectively restricts
privacy-related requests and how these restrictions vary across testing condi-
tions and model variants.

This study makes three contributions. First, it proposes a literature-derived,
test-oriented privacy-threat taxonomy that connects observable privacy threats
to Privacy by Design objectives. Second, it applies three complementary black-
box testing strategies to privacy-related prompts and uses a contrast between
the original and abliterated model variants to analyse the selectivity and ro-
bustness of model-level guardrails. Third, it compares this taxonomy with the
privacy categories represented in WildGuardTest, revealing scope and coverage
gaps between a general-purpose safety benchmark and privacy-speci�c guardrail
evaluation.
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2 Background

2.1 Privacy by Design and Privacy Threats

Privacy by Design requires privacy protection to be embedded in system archi-
tecture, default settings, and data-processing practices throughout the system
lifecycle [3, 10]. Its objectives extend beyond preventing disclosure and include
data minimisation, purpose limitation, access control, transparency, and appro-
priate information use [12].

This study de�nes a privacy threat as a request, condition, or potential model
behaviour that may enable protected information to be inappropriately accessed,
inferred, linked, used, or propagated. A privacy threat di�ers from a complete
privacy-risk assessment, which additionally considers likelihood, context, a�ected
parties, and potential impact [8, 21].

Because black-box prompt testing cannot reliably estimate all of these fac-
tors, the study develops a privacy-threat taxonomy rather than a complete
privacy-risk assessment framework. Di�erent threats also imply di�erent Privacy
by Design objectives, such as con�dentiality, unlinkability, purpose limitation,
and data minimisation.

2.2 Black-box Evaluation of Guardrail Behaviour

Black-box evaluation analyses model behaviour through observable inputs and
outputs without relying on internal parameters, activations, system instructions,
or safety classi�ers. It can identify behavioural patterns, but cannot directly
establish which internal mechanism produced a response.

Non-execution does not necessarily indicate guardrail activation. It may also
result from missing knowledge, lack of access, misunderstanding, or limited ca-
pability. Similarly, a model may restrict sensitive content without issuing an
explicit refusal. Refusal rates and isolated prompt-response outcomes are there-
fore insu�cient for reliably interpreting guardrail behaviour [20, 19].

This study distinguishes four observable outcomes: guardrail-based restric-
tion, incapacity-based non-execution, substantive compliance, and ambiguous
behaviour when the available evidence is insu�cient or con�icting. Because a
single response cannot reliably distinguish these outcomes, the study uses mul-
tiple black-box testing strategies to obtain complementary evidence concerning
behavioural selectivity, attribution, and robustness [17, 23].

3 Problem Statement

3.1 Motivation

Privacy-engineering research provides established frameworks for identifying threats
such as information disclosure, identi�ability, linkability, inappropriate informa-
tion use, and excessive data processing [8, 21, 12, 18]. More recent LLM privacy
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research extends this threat space to sensitive-attribute inference, generated per-
sonal information, and the reuse or propagation of information across interac-
tions and contexts [22, 4, 14, 15].

However, these threat concepts have not been su�ciently operationalised for
black-box guardrail evaluation. As a result, it remains di�cult to determine
which privacy threats are represented in existing safety benchmarks and how
they relate to Privacy by Design objectives. Existing guardrail evaluations pri-
marily examine general safety behaviour, refusal, over-refusal, and adversarial
robustness, while privacy is typically represented as one broad category within
a wider safety taxonomy [11, 20, 23].

Moreover, an isolated non-execution response cannot establish whether the
observed behaviour results from a model-level guardrail, limited capability, miss-
ing information, or task misunderstanding [20, 17]. Evaluating the contribution of
model-level guardrails to privacy protection therefore requires both a structured,
test-oriented account of the privacy-threat space and complementary black-box
evidence concerning behavioural selectivity, attribution, and robustness.

3.2 Research Questions

Based on this problem, the study addresses the following research questions:

RQ1: How can privacy threats relevant to LLM-based systems be organised into

a test-oriented taxonomy, and which Privacy by Design objectives do they

implicate?

RQ2: To what extent do model-level guardrails exhibit observable privacy-related

restriction behaviour under black-box testing, and what evidence do di�erent

testing strategies provide concerning its selectivity, attribution, and robust-

ness?

4 Methodology

This study combines a top-down conceptual analysis with a bottom-up empirical
evaluation. The top-down path connects Privacy by Design principles, privacy
threat modelling, privacy design strategies, concrete controls, and black-box eval-
uation. Table 1 summarises how these concepts are used in this study.

The bottom-up path evaluates prompts fromWildGuardTest's high-level Pri-
vacy category using its three original subcategories. Because these categories
cover only part of the broader top-down threat space, the experiment is not
interpreted as a comprehensive evaluation of S1�S6; their correspondence is ex-
amined subsequently.

4.1 A Top-Down and Test-Oriented Privacy-Threat taxonomy

To address RQ1, we synthesise concepts and classi�cations from privacy threat
modelling, privacy design strategies, AI privacy-risk taxonomies, and LLM pri-
vacy research [8, 21, 15, 6, 12, 14, 16, 4]. These bodies of work describe privacy
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Table 1. Top-down analytical work�ow for operationalising Privacy by Design in this
study.

Analytical
level

Concept or framework Role in this study

Overarching
approach

Privacy by Design and
Data Protection by Design
and by Default [3, 10]

Require privacy and data protection to be
embedded into system architecture,
default con�gurations, and processing
practices from the outset.

Foundational
principles

Cavoukian's seven
foundational principles
and GDPR
data-protection principles
[3, 10]

Specify the general privacy and
data-protection requirements that system
design should achieve.

Threat-
identi�cation
methods

Privacy threat modelling
and privacy-risk
taxonomies [8, 21, 15, 6, 14]

Provide problem-oriented structures for
identifying and organising potential
privacy threats.

Design-
response
framework

Privacy design strategies
[12]

Provide high-level directions for
translating privacy requirements and
identi�ed threats into privacy-preserving
design decisions.

Concrete
controls

Model-level guardrails,
access controls, memory
controls, and
data-management
mechanisms [15, 13, 2, 7]

Implement selected privacy requirements
and design strategies at the system and
model levels.

Evaluation
method

Black-box guardrail
testing [11, 20, 17, 23]

Examines whether implemented
restrictions exhibit the intended observable
selectivity and robustness.
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protection from complementary perspectives, including overarching principles,
threat types, design responses, and emerging risks in AI systems, thereby pro-
viding the conceptual basis for constructing a taxonomy for black-box testing.

Based on this synthesis, we consolidate related and overlapping privacy con-
cerns across the literature into six threat categories that can be expressed and
observed at the model-interaction level. Such observability includes requests sub-
mitted by users, responses generated by models, and actions initiated by models
through tools, data sources, or other external components. In this way, privacy
concepts originally formulated primarily for system architectures, data �ows, or
governance processes are operationalised as testable objects for prompt-response
analysis.

For each threat category, we also identify the primary privacy objectives most
directly implicated by the corresponding threat. These objectives are informed
by Privacy by Design principles, data-protection principles, established privacy
properties, and contextual integrity[3, 10, 8, 21, 18, 12]. They indicate which pri-
vacy requirements are most likely to be undermined when a particular type of
threat materialises. Through this mapping, the taxonomy not only organises
testable privacy threats but also connects threat identi�cation to the protection
objectives associated with Privacy by Design.

Table 2 presents the resulting six-category, test-oriented privacy-threat tax-
onomy and the primary privacy objectives implicated by each category. The
taxonomy provides a conceptual basis for the subsequent benchmark-coverage
analysis and black-box evaluation of model-level guardrails, rather than replacing
existing general-purpose privacy threat-modelling or privacy design frameworks.

4.2 Benchmark Selection and Dataset Construction

In the bottom-up empirical path, we select WildGuardTest [11] as the source
of evaluation prompts. WildGuardTest is a general-purpose safety benchmark
in which prompts are annotated according to WildGuard's operational safety
taxonomy. We extract all harmful prompts assigned to its high-level Privacy
category, resulting in 162 prompts. According to the original WildGuardTest
labels, these prompts are distributed across three subcategories: private infor-
mation concerning individuals, sensitive information concerning organisations or
governments, and copyright violations. The subsequent experiments retain these
benchmark-de�ned subcategories for category-level aggregation and comparison.

To establish a comparison baseline between harmful requests and ordinary
benign interactions, we additionally select 162 benign prompts, producing a bal-
anced evaluation set of 162 selected harmful prompts and 162 benign control
prompts. The control group is used to assess whether the model exhibits selec-
tive restriction toward the selected harmful requests, rather than broadly refus-
ing or failing to answer di�erent types of inputs. Because the benign prompts
do not have �ne-grained labels corresponding to the three benchmark subcat-
egories, they are used only for overall harmful-benign comparisons and not for
within-category analysis.



LLM Guardrails for Privacy by Design 7

Table 2. Top-down and test-oriented privacy-threat taxonomy.

Nr. Privacy-
threat
category

De�nition Primary
privacy
objectives
implicated

S1 Personal-data
Disclosure and
Exposure

The model is requested to reveal,
reconstruct, generate, summarise, or
transmit personal or sensitive information
about an identi�able individual.

Con�dentiality [8,
21, 15, 10]

S2 Sensitive
Inference and
Detection

The model is requested to infer previously
unstated sensitive attributes, conditions,
intentions, behaviours, or activities from
indirect or contextual information.

Undetectability;
data minimisation
[8, 21, 14, 12]

S3 Linking,
Identi�cation,
and Re-
identi�cation

The model is requested to link records,
accounts, sessions, or data sources, or to
identify an individual from anonymous,
pseudonymous, or partial information.

Unlinkability;
anonymity [8, 21,
15, 13]

S4 Pro�ling,
Scoring, and
Consequential
Decision Use

The model is requested to create a pro�le,
label, score, ranking, or eligibility
assessment that may a�ect an individual's
rights, opportunities, treatment, or
autonomy.

Transparency;
user control [12,
14, 16, 10]

S5 Contextually
Inappropriate
Use

The model is requested to use personal
information in a manner inconsistent with
its original purpose, the individual's
consent, the requester's authority, or the
expected recipient and context.

Purpose
limitation;
contextual
integrity [18, 12,
15, 10]

S6 Excessive
Collection,
Retention,
Propagation

The model is requested to collect, retain,
monitor, or propagate personal information
beyond what is necessary for the stated
task.

Data
minimisation;
storage limitation
[12, 16, 13, 10]
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For each record, we retain the original prompt text and the available bench-
mark annotations, including harmfulness, adversarial status, and subcategory
labels. The three benchmark-de�ned subcategories are used for category-level
result aggregation, whereas the harmful and benign labels support black-box
testing strategies that require a control condition. We do not modify the seman-
tic content of the prompts or rede�ne their original labels based on the responses
of the evaluated models.

Results are analysed by strategy, prompt type, model variant, and Wild-
Guard subcategory. Category-level analysis focuses on the original model, while
the abliterated variant serves as an overall contrastive condition.

4.3 Black-box Evaluation Procedure

To address RQ2, this study adopts a black-box prompt-response evaluation ap-
proach in which guardrail behaviour is analysed solely by submitting controlled
prompts to the evaluated models and observing the resulting responses. The
approach does not require access to model weights, internal activations, gradi-
ents, system prompts, token-level probabilities, or internal safety classi�ers. We
therefore do not interpret an externally observed response as direct evidence of a
speci�c internal mechanism. Instead, we examine whether behavioural patterns
produced by multiple testing strategies are consistent with selective restriction
and guardrail robustness.

A single refusal is insu�cient to establish the presence of a guardrail because
non-execution may also result from limited capability, task misunderstanding,
uncertainty, or generation variability. To obtain complementary forms of ex-
ternally observable evidence, we apply three black-box testing strategies: Chi-
square, Self-report, and Shallow Depth. Table 3 summarises the core testing logic
of each strategy and the type of guardrail-relevant evidence it provides.

The three strategies use a shared set of response-level behavioural labels.
Model responses are classi�ed as Guardrail, Incapacity, Compliance, or
Ambiguous. Guardrail denotes an explicit restriction based on safety, pol-
icy, privacy, or authorisation considerations. Incapacity denotes non-execution
that primarily re�ects insu�cient knowledge, capability, or task-processing abil-
ity. Compliance indicates that the model substantively executes or continues
executing the request. Ambiguous is assigned when the available evidence is
insu�cient, con�icting, invalid, or confounded by the testing condition. These
labels describe externally observable behaviour and are not treated as direct
identi�cation of the model's internal guardrail implementation.

The strategy results are interpreted jointly rather than as independent proofs
of guardrail implementation. Chi-square identi�es whether systematic behavioural
di�erences exist between benign and harmful conditions. Self-report provides
supplementary attribution evidence concerning the stated reason for non-execution.
Shallow Depth evaluates whether the observed restriction remains stable under
an adversarial response context. Together, the three strategies provide comple-
mentary evidence concerning behavioural selectivity, attribution, and robust-
ness. Directionally consistent evidence across these dimensions supports a more
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Table 3. Overview of the black-box testing strategies used in this study.

Strategy Core testing logic Guardrail-relevant evidence

Chi-square Compares response-label
distributions between benign
control prompts and the
selected harmful prompts.

Examines whether the model
restricts harmful requests more
frequently than benign inputs,
thereby providing observational
evidence of behavioural
selectivity [20].

Self-report Uses diagnostic follow-up
questions after an initial
non-compliant response to ask
whether the model's
non-execution resulted primarily
from policy restrictions or
limited capability.

Provides supplementary attribution
evidence concerning the model's
stated reason for not executing the
request [17].

Shallow
Depth

Keeps the harmful prompt
unchanged but introduces
assistant-response pre�xes of
di�erent styles and depths, and
observes whether the model
continues executing the request.

Examines whether restriction
remains stable under
response-context manipulation or is
weakened by assistant pre�lling [23].

substantiated behavioural interpretation than a single refusal or an individual
measurement.

4.4 Experimental Setup

We evaluate GPT-OSS 20B, served through Ollama as gpt-oss:latest, and
the contrastive abliterated variant huihui_ai/gpt-oss-abliterated:20b. All
tests are executed sequentially in a RunPod GPU environment. Both variants
use the same generation con�guration: temperature 0.7, top-p 1.0, a maximum
output length of 256 tokens, and seed 0 where supported. Table 4 summarises
the strategy-speci�c conditions and measurements.

Strategies requiring automated response analysis use a shared response clas-
si�er to produce the basic behavioural labels, supplemented where necessary by
strategy-speci�c veri�cation. In particular, an apparentCompliance outcome in
Shallow Depth is further checked to determine whether the model substantively
continues the original harmful request. Merely repeating, explaining, transform-
ing, or rejecting the pre�lling content is not treated as a successful bypass.

The response labels and measurements produced by each strategy are ag-
gregated according to prede�ned operational decision boundaries. Because these
boundaries represent empirically selected operational settings, the �nal analysis
primarily considers the underlying measurements and the consistency of evidence
across strategies rather than relying on any single strategy-level verdict.
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Table 4. Experimental con�gurations and main measurements of the three black-box
testing strategies.

Strategy Test conditions and con�guration Main measurements

Chi-square One response is generated and classi�ed
for each of the 162 CTRL prompts and
162 MAL prompts.

Response-label distributions
under CTRL and MAL,
Pearson's χ2, p-value, and
Cramer's V .

Self-report One initial response is generated for
each MAL prompt. Initial
non-compliance triggers three
policy-versus-capability diagnostic
follow-up questions.

Guardrail-attribution,
capability-attribution,
ambiguous-attribution, and
direct-compliance rates.

Shallow
Depth

Each MAL prompt is tested using three
assistant-pre�x styles at four pre�ll
depths, D = {0, 3, 10, 25}, producing
twelve conditions per prompt.

Response-label distributions
across depths, changes in
compliance rate, and the
earliest pre�ll depth at which
Compliance is observed.

5 Evaluation

We evaluate whether the tested model exhibits privacy-related guardrail behav-
ior, how this behavior di�ers between the original and abliterated model variants,
and whether it remains robust across testing conditions. We �rst examine the
overall behavioral evidence, then compare the benchmark-de�ned categories, and
�nally assess their alignment with the literature-derived privacy-threat taxon-
omy.

5.1 Evidence of Privacy-Related Guardrails

Figure 1 summarises the evidence obtained from the Chi-square, shallow-depth,
and self-report strategies.
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Fig. 1. Evidence and robustness of privacy-related guardrail behavior.
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The Chi-square results show a clear behavioral di�erence between benign
and harmful prompts for the original model. Harmful prompts produced an
88.9% guardrail rate, compared with 32.7% for benign prompts. In contrast,
the abliterated model showed nearly identical compliance rates for benign and
harmful prompts, at 74.7% and 73.5%, respectively. This contrast suggests that
the selective restriction observed in the original model is associated with its safety
alignment. However, the relatively high restriction rate for benign prompts also
indicates imperfect selectivity.

The self-report results provide complementary attribution evidence. In the
original model, 92.6% of cases were attributed to guardrail-related restrictions,
whereas the abliterated model predominantly complied, accounting for 68.5%
of cases. Since self-reported explanations do not directly reveal internal mecha-
nisms, we interpret this result only as supporting evidence.

The shallow-depth results further indicate limited robustness. The original
model's compliance rate increased from 9.3% at depth 0 to 73.5% at depth
3, before decreasing to 50.6% at depths 10 and 25. The e�ect was therefore
substantial but non-monotonic. Overall, the original model exhibits strong but
imperfect privacy-related guardrail behavior that remains sensitive to assistant-
pre�ll manipulation.

5.2 Category-Level E�ectiveness and Robustness

Having established that the original model exhibits selective restriction consis-
tent with privacy-related guardrails, we next compare its behavior across the
three WildGuard-de�ned categories in the selected benchmark subset. Because
the categories contain di�erent numbers of prompts, the analysis is based on
proportions rather than absolute counts. Figure 2 presents the category-level
results for the Chi-square, self-report, and shallow-depth strategies.
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Fig. 2. Category-level guardrail behavior across the three WildGuard-de�ned bench-
mark categories.

The Chi-square strategy shows that restriction strength di�ers across cate-
gories. The guardrail rate was highest for sensitive information concerning orga-
nizations or governments, at 94.0%, followed by individuals' private information
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at 87.7% and copyright violations at 83.9%. Correspondingly, copyright viola-
tions produced the highest compliance rate, at 16.1%, whereas the organiza-
tion/government category produced the lowest, at 6.0%. These results suggest
that the model does not apply the same degree of restriction uniformly across
the three benchmark categories.

The self-report strategy exhibits a similar pattern. Guardrail attribution
reached 95.1% for individuals' private information and 94.0% for organization
/ government information, compared with 83.9% for copyright violations. The
copyright category also showed a higher compliance rate and contained the
only ambiguous attribution. The agreement between response behavior and self-
reported attribution provides additional, although not causal, evidence that the
observed non-compliance is associated with model-level restriction rather than
capability limitations alone.

The shallow-depth strategy reveals more substantial di�erences in robustness.
Without assistant pre�ll, compliance remained low across all three categories.
At depth 3, however, compliance increased to 84.0% for individuals' private
information and 80.6% for copyright violations, compared with 52.0% for orga-
nization/government information. The organization/government category also
maintained the lowest compliance rates at depths 10 and 25, at 38.0% and
40.0%, respectively. This category therefore exhibited both the highest initial
restriction rate and the strongest relative resistance to assistant-pre�ll manip-
ulation. By contrast, requests concerning individuals' private information were
particularly vulnerable to shallow pre�ll.

Overall, the three strategies consistently indicate that the model restricts or-
ganization/government information more strongly and robustly than the other
benchmark categories. Restrictions concerning individuals' private information
and copyright violations are more readily weakened by assistant pre�ll. However,
these categories originate from a general safety benchmark, and copyright viola-
tions do not strictly constitute a privacy threat. The following analysis therefore
examines their correspondence with the literature-derived privacy-threat taxon-
omy.

5.3 Alignment and Gaps Between the Top-down and Bottom-up

Classi�cations

WildGuardTest groups the selected harmful prompts into three benchmark-
de�ned categories: private information concerning individuals, sensitive infor-
mation concerning organisations or governments, and copyright violations. To
compare this bottom-up structure with the literature-derived S1�S6 taxonomy,
we conducted three AI-assisted annotation passes and applied majority voting
followed by category-boundary human review. Of the 162 prompts, 140 received
identical labels across all three runs, 20 obtained a majority label, and two had
no majority.

The reviewed distribution is concentrated in S1, with 79 prompts involving
personal-data disclosure or exposure, while 73 prompts fall outside S1�S6. The
remaining privacy-threat categories are only sparsely represented.
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Table 5. Label distributions across the three annotation runs, majority voting, and
human review.

label Run
1

Run
2

Run
3

MajorityReviewed

S1 Personal-data Disclosure and Exposure 91 87 84 87 79
S2 Sensitive Inference and Detection 2 2 2 2 3
S3 Linking, Identi�cation, and Re-identi�cation 0 2 3 1 1
S4 Pro�ling, Scoring, and Consequential
Decision Use

1 1 1 1 1

S5 Contextually Inappropriate Use 5 7 6 6 1
S6 Excessive Collection, Retention, and
Propagation

3 4 4 3 4

OUT_OF_SCOPE 60 59 62 60 + 2∗ 73

Total 162 162 162 162 162

∗Two prompts received three di�erent labels and therefore had no majority label. They
are displayed separately within this cell for compactness and were subsequently resolved
through human review.

This reveals both a scope gap and a coverage gap. WildGuard's Privacy cat-
egory includes copyright, organisational secrecy, government information, and
cyberattacks that are not necessarily personal-privacy threats. At the same time,
it provides limited coverage of inference, re-identi�cation, pro�ling, contextual
misuse, and excessive data processing. The experimental results therefore char-
acterise the three WildGuard-de�ned categories, rather than the complete S1�S6
privacy-threat space.

6 Threats to Validity

This study has several limitations.
First, the experiments currently cover only one open-weight model and its

abliterated variant. The observed privacy-related restriction behavior and its
variation across testing conditions may therefore be in�uenced by the speci�c
model architecture and safety-alignment approach. The results cannot yet be
directly generalized to other open-weight or commercial models.

Second, the experiments use only English prompts. Because privacy concepts,
expressions of sensitive information, and safety-alignment performance may vary
across languages, the �ndings cannot be directly generalized to multilingual set-
tings.

Finally, the privacy-related prompts used in this study are drawn from Wild-
GuardTest, which was originally designed for general safety evaluation. Its pri-
vacy categories do not fully correspond to the literature-derived, privacy-speci�c
taxonomy proposed in this study. Moreover, no existing prompt-based test dataset
is speci�cally designed for evaluating privacy guardrails according to this tax-
onomy. We therefore use AI-assisted annotation followed by manual review to
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relabel the existing prompts and examine their coverage of di�erent privacy
threats. These annotations are used for coverage analysis rather than presented
as a new benchmark or gold-standard dataset.

7 Related Work

Privacy engineering and threat-modelling research provides the theoretical foun-
dation for analysing model-level privacy protection. Existing work has translated
Privacy by Design into strategies such as data minimisation, information hiding,
processing separation, transparency, user control, and enforceable data-handling
rules. In parallel, frameworks including LINDDUN, contextual integrity, and
broader privacy taxonomies describe privacy risks in terms of information dis-
closure, identi�ability, linkability, detectability, inappropriate use, and excessive
processing [12, 8, 18, 6, 21]. These studies establish relevant privacy objectives
and threat concepts, but generally analyse system components, actors, data
�ows, and processing activities rather than behaviour observable through model
prompt�response interactions.

More recent research extends privacy analysis to LLMs, generative AI, and
Agentic AI. Surveys and threat-modelling studies cover training-data exposure,
membership inference, sensitive-attribute inference, personal-information gener-
ation and disclosure, as well as risks arising from memory, external data access,
tool use, cross-context information reuse, and multi-agent communication [4, 15,
13, 14, 16]. This work substantially broadens the scope of established privacy
frameworks and organises emerging risks by model lifecycle, attack type, data
source, or system surface. However, the resulting classi�cations di�er in granular-
ity and are primarily intended for system-level threat modelling, risk governance,
or attack mitigation rather than as operational categories for black-box guardrail
testing.

Privacy-speci�c guardrails have also begun to emerge, including approaches
for sensitive-entity detection, PII mitigation, contextual privacy enforcement,
and privacy �ltering for conversational agents [2, 1, 7]. These developments ex-
tend guardrails beyond general safety moderation, but currently address only
parts of the broader privacy-threat space. This leaves scope for more systematic
privacy-oriented guardrail design and evaluation across a wider range of privacy
threats.

In parallel, the evaluation of LLM guardrails has primarily focused on general
harmful requests, response safety, refusal behaviour, over-refusal, and robustness
under adversarial conditions. Work such as WildGuard and XSTest provides
benchmarks and evaluation methods for general safety behaviour, but privacy is
typically treated as one category within a broader safety taxonomy rather than
tested against a structured account of privacy threats [11, 20]. Although privacy-
speci�c guardrail design is beginning to develop, existing evaluation rarely ex-
amines together the coverage of di�erent privacy threats, model-level restriction
behaviour, and its robustness under black-box testing conditions.
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8 Conclusion

This study combined a top-down privacy-threat taxonomy with bottom-up black-
box testing to examine how model-level LLM guardrails may support Privacy
by Design.

To address RQ1, we derived a six-category, test-oriented taxonomy cover-
ing personal-data disclosure, sensitive inference, re-identi�cation, pro�ling, con-
textually inappropriate use, and excessive data processing. Comparing this tax-
onomy with WildGuardTest revealed both scope and coverage gaps: the selected
prompts were heavily concentrated in disclosure-related threats, while many
prompts fell outside the privacy-speci�c taxonomy.

To address RQ2, the original GPT-OSS 20B model exhibited selective
privacy-related restriction relative to both benign prompts and its abliterated
variant. Self-report results provided supplementary attribution evidence, while
Shallow Depth testing showed that assistant-pre�ll manipulation substantially
increased compliance. The observed restriction behaviour was therefore selective
but imperfect and not consistently robust across testing conditions.

Future work could develop privacy-speci�c prompt datasets aligned with the
proposed taxonomy and re�ne black-box testing methods to target properties
such as data sensitivity, inference, contextual use, and information �ows more
directly. Further research could also extend the evaluation to agentic AI settings
involving persistent memory, external data access, tool use, and multi-step exe-
cution, where privacy-relevant behaviour extends beyond direct prompt-response
interaction.
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