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Abstract. Serious games are increasingly used in privacy education,
but existing approaches vary widely in topic, audience, design, and eval-
uation. This paper presents a structured overview of serious games and
game-based learning interventions related to privacy and privacy liter-
acy. Using a structured literature-based search, 27 cases from academic
publications and grey literature were analysed. The comparison covers
privacy topics, target groups and contexts of use, game formats and me-
chanics, as well as evaluation approaches and reported outcomes.
Recurring topics include social-network privacy and online disclosure,
digital footprints, data protection and privacy rights, privacy policies
and consent, app and device permissions, and deceptive patterns. Chil-
dren, adolescents, and young adults are strongly represented, and most
cases were coded as formal education or facilitated non-formal or re-
search settings. Where reported, outcomes primarily concern awareness,
knowledge, privacy-related competences, self-efficacy, and behavioural
intention, while sustained real-world behavioural change and long-term
effects are rarely examined. The paper contributes a structured com-
parison of existing privacy-related serious games and game-based learn-
ing interventions and identifies gaps concerning adult learning, informal
contexts, underrepresented privacy domains, and more robust evaluation
designs.
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1 Introduction

Privacy has become a central challenge of everyday digital life. People constantly
interact with platforms, apps, social media services, and connected devices that
collect, process, and share personal information. In these environments, users are
expected to make decisions about disclosure, consent, visibility, and protection,
often without fully understanding the consequences. This makes privacy literacy
an important educational and societal concern [16].

In practice, however, privacy-related attitudes and actual behaviour often di-
verge. Users frequently claim that privacy matters to them, yet they still disclose
personal data, accept privacy policies without reflection, or neglect protective
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measures. This so-called privacy paradox suggests that awareness alone is not
sufficient and that people need better support for the development of informed
privacy-related judgement and decision-making [12].

One promising approach is the use of serious games and game-based learn-
ing interventions. Serious games can create interactive learning environments in
which complex privacy-related issues become more tangible and consequences
can be explored through feedback, scenarios, and low-risk practice [28, 26, 2, 27].
Individual publications describe privacy-related serious games for different topics
and settings, including school education, online safety, privacy policies, and data
privacy learning [20, 32]. However, these studies differ considerably in the privacy
topics, target groups, contexts of use, game formats, and evaluation approaches
they address.

This makes it difficult to see which areas are covered and where gaps remain.
To address this gap, this paper presents a structured overview of serious games
and game-based learning interventions in the context of privacy and privacy liter-
acy. Accordingly, this paper addresses the following questions: (1) What kinds of
privacy-related serious games and game-based learning interventions have been
proposed and, where applicable, evaluated so far? and (2) What patterns and
research gaps exist with regard to serious games in the context of privacy liter-
acy?

2 Background and Related Work

For the purposes of this overview, privacy literacy is understood as the knowl-
edge, awareness, and competences required to understand how personal data are
collected, processed, shared, and protected and to make informed privacy-related
decisions [16, 27]. This distinction is important because awareness alone does not
necessarily lead to privacy-protective behaviour, as discussed in relation to the
privacy paradox [12]. Therefore, this overview also considers whether games ad-
dress broader competences, self-efficacy, behavioural intention, or privacy-related
behaviour.

In this paper, serious games are understood as analogue or digital, rule-
based games with a clear primary purpose beyond entertainment and an in-
tended transfer of the game experience to real-world learning or action [26]. This
format-independent definition allows digital games, board and card games, es-
cape rooms, and game-based simulations to be considered where they meet these
defining characteristics, while distinguishing serious games from mere play and
the isolated use of game elements [26]. Game-based learning refers more broadly
to learning through gameplay, whereas serious games are purpose-oriented game
artefacts designed for outcomes beyond entertainment [28, 26]. In privacy educa-
tion, serious games can make abstract data practices, privacy risks, and decision
situations more tangible through interaction, feedback, scenarios, role-play, or
simulated consequences [2, 27].

Individual studies already describe privacy-related serious games for different
topics and settings. These include social-network privacy, privacy policies, data
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protection, privacy self-efficacy, online safety, and dark patterns [6, 32, 2, 20, 35,
15]. However, these studies differ considerably in their learning goals, target
groups, contexts of use, game formats, and evaluation approaches. This makes
it difficult to see which parts of privacy literacy are already covered by existing
games and where gaps remain.

Existing review work covers related but narrower areas, such as professional
training, security and privacy in the software development lifecycle, or cybersecu-
rity educational games for children [25, 3, 9]. Design-oriented work also provides
guidance for privacy-related serious games, for example through design sugges-
tions for privacy decision-making [14]. However, these works remain focused on
specific contexts. A broader privacy-literacy-oriented comparison across privacy
topics, learner groups, application contexts, evaluation approaches, and reported
outcomes still appears to be missing.

3 Methodology

The study is based on a structured literature-based approach for identifying
and comparing serious games related to privacy and privacy literacy. Relevant
publications were identified primarily through Google Scholar, IEEE Xplore,
ACM Digital Library, SpringerLink, and publisher websites using combinations
of keywords such as serious games, privacy literacy, privacy education, digital
privacy, privacy awareness, data protection, and game-based learning. The search
and screening process was conducted iteratively between March 2026 and July
2026. In addition to academic publications, selected grey-literature sources and
publicly available descriptions of relevant games were considered where they
provided useful information about the game design, target group, context of
use, or evaluation.

Sources were included if they described a serious game or a clearly purpose-
oriented game-based learning intervention with an explicit privacy-related learn-
ing objective and provided sufficient information on the game design, target
group, context of use, or evaluation. This included digital games, board and card
games, escape rooms, simulations, and comparable game-based interventions in
which privacy, data protection, or privacy literacy constituted a substantial part
of the learning objective. Sources were excluded if they addressed general cyber-
security without a privacy-related component, described gamification without
a serious game or comparable game-based learning element, or did not provide
sufficient information for comparison. Works in which play primarily served as a
research method [5] or formed part of a broader facilitated intervention without
describing a distinct serious-game case [7] were also excluded.

The final set comprised 27 analytical cases: 21 publication-based cases and six
grey-literature cases. Space Shelter and Reality River were counted as separate
cases because they are distinct game artefacts, although they were used within
the same classroom intervention.

Each case was coded according to source type, privacy scope and topic, target
group, context of use, game format, game mechanics, learning objective, eval-
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uation approach, reported outcomes, reported participant numbers, and limi-
tations. Privacy scope was recorded descriptively as either privacy-focused or
mixed with neighbouring educational topics. Each case was also assigned to one
primary target group: children or tweens, adolescents or young adults, univer-
sity or professional audiences, or adults and general users. These categories were
based on the audience descriptions and school stages reported by the sources
rather than on strict age thresholds. Each case was additionally assigned to one
primary context of use: formal education, a facilitated non-formal or research
setting, self-directed or everyday use, or a flexible or insufficiently specified set-
ting. The coding was based primarily on the context in which the game was
implemented or evaluated. For cases without a documented implementation or
evaluation, the intended context of use described by the source was used.

Reported outcome patterns were coded separately from evaluation approach.
A Clear positive reported outcome indicated an unambiguous improvement in the
main intended outcome or outcomes without substantial contradictory findings.
Indicative positive outcome was used for positive qualitative, perceived-learning,
or incompletely documented findings. Mixed or limited outcome was assigned
where positive findings were accompanied by null, partial, or contradictory re-
sults. No effectiveness statement indicated that no empirical learning or be-
havioural effect was reported.

Evaluation approach was coded independently according to whether and how
each case was formally evaluated. The categories comprised controlled or compar-
ative designs; pre/post, longitudinal, or multi-phase designs without a separate
comparison group; post-game, qualitative, observational, or exploratory evalua-
tions; evaluations that were reported but insufficiently documented; and cases
without a formal effectiveness evaluation.

4 Results

4.1 Included Games

Table 1 presents the 27 cases included in the analysis. The table lists the 21
publication-based cases and the six grey-literature cases separately and provides
a brief description of each game or game-based intervention. The privacy scope
is reported descriptively as either privacy-focused or mixed with neighbouring
educational topics.
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Table 1: Overview of the 27 included cases

Game /
intervention

Brief description Privacy scope Source

Publication-based cases

A Day in the Life
of the JOs

Scenario-based web game in which players
make everyday digital-media decisions and
receive feedback on their consequences.

Mixed with
cybersecurity,
online safety, and
digital literacy

[20]

Bespoke privacy
and online-safety
board game

Question- and discussion-based board game
using category and shield tokens to explore
online risks.

Mixed with online
safety,
cyberbullying, and
online scams

[13]

Cyber Chronix Branching digital-comic game that
introduces personal-data protection and
GDPR rights through storytelling and user
choices.

Privacy-focused [10]

Dark Pattern Board game in which players install apps
while limiting personal-data access and
responding to dark patterns.

Privacy-focused [35]

Desperate John Escape-room game combining privacy
puzzles with practical tasks such as changing
settings and installing protective software.

Privacy-focused [27]

Friend Inspector Facebook-based game comparing users’
assumptions about shared-item visibility
with their actual privacy settings.

Privacy-focused [8]

Guess the User? Deduction board game in which behavioural
data are combined to identify a hidden user
and illustrate profiling.

Privacy-focused [31]

Immaculacy Interactive narrative game about
surveillance, information disclosure, and the
consequences of privacy decisions.

Privacy-focused [33]

Information
Disclosure Game

Board game in which players exchange
personal information for financial benefits
and experience disclosure consequences.

Privacy-focused [11]

LetsProtectDATA Digital escape-room game in which students
act as data protection officers and solve
workplace privacy challenges.

Privacy-focused [2]

Panopticon Board game in which players design,
critique, and revise privacy-sensitive digital
services.

Privacy-focused [34]

PrivaCity Chatbot adventure exploring smart-city
data collection, digital footprints, data
misuse, and privacy trade-offs.

Privacy-focused [4]

Privacy
Awareness Cards

Facilitated card activity for identifying
personal data, stakeholders, privacy risks,
consequences, and possible safeguards.

Privacy-focused [19]

Puzzle Policy Escape-room game that transforms
privacy-policy content into puzzles about
collection, transfer, storage, and security.

Privacy-focused [32]

RedCapes Scenario-based game for autistic children
addressing personal, physical, medical, and
situational privacy.

Privacy-focused [37]

Smartwatch
Games

Wearable maze game combining quizzes
with timed tasks that require players to
change privacy-relevant device settings.

Privacy-focused [36]

Social4School Classroom social-network simulation
showing how posts, likes, and shares affect
one’s own and others’ privacy.

Privacy-focused [6]

Continued on next page
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Table 1 – continued from previous page

Game /
intervention

Brief description Privacy scope Source

Space Shelter Online quiz-based game in which players
complete a space mission by answering
questions about online safety, passwords,
two-factor authentication, and data
protection.

Mixed with
cybersecurity and
online safety

[38]

Reality River Online quiz-based game addressing scams,
phishing, hacking, account security, and the
evaluation of online information.

Mixed with
cybersecurity and
online safety

[38]

The Watchers Hybrid game in which children investigate
data shadows, commercial data collection,
trust, and online disclosure.

Privacy-focused [29]

Trickery Digital laboratory adventure that exposes
players to deceptive interface patterns and
requires them to resist manipulation.

Mixed with
deceptive-pattern
education

[15]

Grey-literature cases

DATAK Decision-based game in which players
manage personal-data dilemmas as trainee
data protection officers in a fictional town.

Privacy-focused [30]

Dark Cookie Cookie-banner game in which players must
reject unnecessary cookies despite deceptive
interface designs.

Privacy-focused [1]

Data Defenders Match-three game that reveals the hidden
privacy cost of sharing information and
introduces protective strategies.

Privacy-focused [23, 22]

myPAL Games Child-oriented learning website whose
central game asks players to identify
sensitive information in simulated
social-media posts.

Privacy-focused [21]

Privacy Pirates Interactive learning unit for young children
covering personal information, digital
footprints, passwords, and data sharing.

Privacy-focused [24]

THE FEED Social-media simulation in which players
manage personalised feeds, collect user data,
and monetise online activity.

Mixed with
social-media
algorithms, AI, and
digital sovereignty

[18, 17]

4.2 Privacy Topics and Scope

Across the 27 included cases, the analysed games and game-based interventions
cover a broad range of privacy-related topics. Recurring themes include social-
network privacy and online disclosure [6, 29, 8, 11], privacy policies and consent
[32], privacy-protective practices and safeguards [27], device permissions and
wearable privacy [36], data protection rights [10], smart-city privacy [4], privacy
by design [34], dark patterns and consent-related manipulation [35, 15, 1], and
commercial data collection and platform monetisation [29, 18]. Social-network
and online-sharing scenarios are particularly prominent, especially in games de-
signed for children and adolescents [6, 29, 20, 31]. Other games focus on more spe-
cific privacy problems, such as privacy policies, smartwatch permissions, cookie-
banner dark patterns, or the design of privacy-sensitive data practices [32, 36, 1,
34].

The comparison also shows that privacy is sometimes embedded in a broader
educational agenda. Some cases combine privacy with cybersecurity, phishing,
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password security, online safety, or digital literacy [20, 13, 38]. Deceptive-pattern
education constitutes another mixed scope because privacy-related manipulation
is addressed through a broader interface-design problem [15]. Table 1 therefore
reports the privacy scope descriptively as either privacy-focused or mixed with
neighbouring educational topics.

Across the 27 included cases, several contemporary privacy topics remain
weakly represented. Smart-home privacy does not appear as a primary topic,
while workplace privacy and informal adult privacy learning occur only in a
small number of cases. AI-related data practices are addressed most explicitly
in THE FEED, where privacy is embedded in a broader focus on social-media
algorithms, artificial intelligence, and digital sovereignty [18, 17].

4.3 Target Groups and Contexts of Use

The primary target-group distribution shows a strong representation of younger
audiences. Eight cases primarily address children or tweens, ten address adoles-
cents or young adults, one addresses university or professional audiences, and
eight address adults or general users. Examples range from primary-school and
tween-oriented interventions [6, 20] to games for secondary-school students [2, 4]
and adult users [32, 27, 36].

Context of use was analysed separately from target group. Seven cases were
coded as formal education, ten as facilitated non-formal or research settings,
five as self-directed or everyday use, and five as flexible or insufficiently specified
settings. Formal educational settings include classroom and university-based in-
terventions [6, 2, 34], whereas workshops and facilitated studies form part of the
non-formal or research category [19, 27, 37]. Thus, 17 of the 27 cases were coded
as formal education or facilitated non-formal or research settings, whereas self-
directed or everyday use was less common. This distinction is important because
many privacy decisions occur outside organised learning settings, for example
when users install apps, configure devices, encounter cookie banners, or interact
with online platforms [35, 36, 1, 18].

n=8

n=10

n=8

Children or tweens
Adolescents or young adults

University or professionals

Adults or general users

n=1

n=7
n=10

n=5
n=5

Formal education

Facilitated non-formal or research
Self-directed or everyday use

Flexible or insufficiently specified

Fig. 1. Distribution of primary target groups and contexts of use across the 27 included
cases.

4.4 Game Formats and Mechanics

The analysed set includes a wide variety of game formats. Digital formats in-
clude online simulations, mobile applications, chatbot games, smartwatch games,
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decision-based games, match-three games, interactive learning units, cookie-
banner games, and social-media simulations [6, 4, 36, 30, 23, 22, 21, 24, 1, 18, 17,
33]. Escape-room formats are also represented [32, 27, 2]. Non-digital and hybrid
formats include board games, card-based activities, and hybrid investigation
games [29, 13, 35, 31, 34, 19]. This diversity shows that privacy learning is not
tied to a single game format.

Several recurring mechanics can be identified. Many games use role-play,
perspective-taking, decision-making, scoring, quizzes, feedback, narrative scenar-
ios, or simulated consequences [10, 29, 33, 6, 20, 35, 4]. Some games make hidden
privacy consequences visible through scores or feedback [6, 20, 35], while oth-
ers use social simulations, escape-room puzzles, or scenario discussions [6, 32,
27, 29, 19]. Particularly interesting are games that reverse the usual perspective:
instead of playing only as privacy-protecting users, players may act as design-
ers, platform operators, data collectors, or other system actors [34, 18, 17]. Such
mechanics can make otherwise invisible privacy infrastructures more tangible.

However, in the coded sample, many games still focus on awareness and
reflection rather than sustained practice of privacy competences. Only a small
number of games require players to perform concrete privacy-relevant tasks that
are close to real-world behaviour, such as configuring device settings, engaging
with privacy-policy information, or designing privacy-sensitive data practices
[36, 32, 27, 34].

4.5 Reported Outcomes and Evaluation Approaches

Across the included cases, the reported outcomes cover privacy awareness, knowl-
edge, competences, self-efficacy, behavioural intention, simulated decisions, and
privacy-related behaviour. Four descriptive outcome patterns were distinguished.
Seven cases reported clear positive outcomes, seven provided indicative positive
findings, six produced mixed or limited results, and seven provided no empirical
effectiveness statement. Their distribution across the primary target groups is
shown in Fig. 2. Markers are positioned within each category cell only to avoid
overlap; their positions within a cell do not encode an additional metric.

Clear positive findings occurred across different outcome types and game for-
mats. These included safer simulated decisions in Social4School, improvements
in knowledge and behavioural intention in A Day in the Life of the JOs, in-
creased self-efficacy in LetsProtectDATA, gains in privacy competences in Des-
perate John, and improved privacy-design performance in Panopticon [6, 20, 2,
27, 34]. Positive changes were also reported for children’s disclosure judgements
in RedCapes, while the bespoke privacy and online-safety board game yielded
positive focus-group findings and perceived learning [37, 13].

Seven cases provided positive indications without a direct or sufficiently de-
tailed measurement of change. These comprised Cyber Chronix, The Watchers,
Space Shelter, Reality River, the Privacy Awareness Cards, the Information Dis-
closure Game, and Dark Cookie. Their positive indications were based on per-
ceived learning, qualitative findings, participant discussions, or preliminary and
incompletely documented empirical results [10, 29, 38, 19, 11, 1]. The findings for
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Source type: Publication-based case Grey-literature case

Fig. 2. Reported outcome patterns across primary target groups.

Space Shelter and Reality River derive from the same classroom intervention
and therefore do not represent two independent evaluations [38]. Mixed findings
were reported for Puzzle Policy, which improved recall but not privacy attitudes;
the smartwatch games, which affected some device settings but not application
permissions; and PrivaCity, where awareness gains were clearer than intended
behavioural changes [32, 36, 4]. Dark Pattern, Guess the User?, and Trickery like-
wise showed only partial understanding, continuing misconceptions, or positive
results for only some of the assessed concepts [35, 31, 15].

Seven cases provided no empirical effectiveness statement. These comprised
the publication-based cases Friend Inspector and Immaculacy, together with the
grey-literature cases DATAK, Data Defenders, myPAL Games, Privacy Pirates,
and THE FEED [8, 33, 30, 23, 22, 21, 24, 18, 17]. These cases are not interpreted
as showing no effect; rather, no corresponding effect was empirically assessed.
Five of the six grey-literature cases fell into this category; Dark Cookie was the
only grey-literature case with a reported player evaluation [1].

Direct measurement of real-world privacy behaviour and longer-term effects
was uncommon. The smartwatch study logged privacy-relevant device settings
over time, while A Day in the Life of the JOs included a one-week follow-up [36,
20]. Most other studies measured immediate knowledge, awareness, self-efficacy,
intention, simulated decisions, or performance within an educational task. Posi-
tive and mixed findings occurred across different formats, mechanics, and target
groups. However, because the studies differ substantially in their interventions,
participants, outcome measures, and designs, the results do not demonstrate that
one format, mechanic, or target group is associated with consistently stronger
effects. The included cases differed substantially in their evaluation approaches.
Table 2 groups all 27 cases according to the primary evaluation approach re-
ported, including cases without a formal effectiveness evaluation. The categories
describe how, or whether, the cases were formally evaluated and do not consti-
tute a ranking of methodological quality.



10 T. Banaszewski et al.

Table 2. Primary evaluation approaches across the 27 included cases

Primary evaluation approach Number of cases

Controlled or comparative design 5
Pre/post, longitudinal, or multi-phase design without a
separate comparison group

7

Post-game, qualitative, observational, or exploratory
evaluation

6

Evaluation reported but insufficiently documented 1
No formal effectiveness evaluation 8

Total 27

Controlled or comparative designs included a separate control, comparison, or
alternative-intervention condition. The second group comprised pre/post assess-
ments, longitudinal observation, and multi-phase evaluations without a separate
comparison group. The third group relied primarily on post-game questionnaires,
qualitative observations, interviews, discussions, or participatory evaluation. The
Privacy Awareness Cards were assigned to the indicative positive outcome cat-
egory because the source reports qualitative workshop observations, although
it does not provide a formal effectiveness evaluation [19]. Reported evaluation
samples ranged from small exploratory samples to more than 450 participants.
Participant numbers were not aggregated into a separate case-level distribution
because several sources reported multiple evaluation phases, incomplete sample
information, or shared intervention samples. In particular, Space Shelter and
Reality River were evaluated with the same group of 41 students [38]. Several
studies were additionally limited by short follow-up periods, reliance on self-
report, or the absence of direct behavioural measures [2, 27, 32, 36, 20].

5 Discussion

The results show that privacy-related serious games and game-based learning
interventions form a heterogeneous field. The analysed cases cover different pri-
vacy topics, game formats, target groups, and evaluation approaches, but this
coverage is uneven. Awareness and reflection are prominent learning objectives
across the analysed cases. Frequently addressed privacy topics include disclosure,
social-network privacy, data protection, privacy policies, and deceptive patterns.
By contrast, smart-home privacy, workplace privacy, AI-related data practices,
and informal adult learning remain weakly represented in the coded sample.

As shown in Fig. 1, children, adolescents, and young adults are strongly
represented, while formal or facilitated settings account for most included cases.
This indicates that organised settings play a prominent role in how privacy-
related serious games are described, implemented, or examined. Such settings can
support explanation, reflection, and discussion. At the same time, many privacy
decisions occur outside organised learning environments. Users configure devices,
install apps, respond to cookie banners, and interact with online platforms in
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everyday situations. The current sample therefore leaves open questions about
adult learners, informal learning contexts, workplace situations, and self-directed
privacy learning.

The evaluation approaches reveal another limitation of the field. As sum-
marised in Table 2, the included cases differ substantially in whether and how
they were evaluated. Among the evaluated cases, many rely on exploratory ap-
proaches, self-report measures, or descriptive accounts, whereas only some in-
clude comparison groups, longitudinal observation, or direct behavioural mea-
sures. This does not mean that these games are not useful. Many cases provide
useful design concepts, while evaluated cases often report promising engagement
or productive discussion [10, 4, 37, 15, 19]. Design-oriented cases without a formal
effectiveness evaluation also contribute practical ideas for privacy education [8,
33]. However, the reported outcomes support only cautious claims about learning
effects. This is particularly relevant in light of the privacy paradox, because mea-
sures of awareness or intention alone cannot show whether game-based learning
helps reduce the gap between privacy attitudes and actual privacy behaviour
[12]. Stronger claims about durable privacy competences, behavioural transfer,
or long-term changes in privacy behaviour require more robust evaluation de-
signs, delayed measurements, and behavioural or task-based outcome measures.
Future evaluations should also examine whether engagement and learning differ
across learner groups and stakeholders, and whether repeated exposure supports
continued reflection or instead leads to habituation.

Transferability remains an open question. Most of the included games were
developed for a specific target group and context, but the available studies rarely
examine whether the same game could also be used with other audiences. Games
designed for children may address privacy problems that are also relevant to
adults, while their language, narratives, level of difficulty, or need for facilitation
may still be closely tailored to younger learners [6, 20, 29, 37]. Future research
should therefore distinguish between games that are specific to one target group
and games whose central design can be adapted to other audiences and contexts.

A similar distinction is needed for privacy topics and game mechanics. Me-
chanics such as role-play, perspective-taking, feedback, and simulated conse-
quences may be adaptable across different privacy topics, whereas other elements
are closely connected to a specific problem, such as privacy policies, smartwatch
settings, or social-network disclosure [32, 36, 6, 34]. Comparative studies could
examine which mechanics and learning activities can be transferred and which
require substantial adaptation.

Taken together, these findings point to a need for broader thematic and
contextual coverage and for evaluations that more directly assess durable com-
petences and behaviourally relevant outcomes.

6 Limitations and Future Work

This overview has several limitations. First, the study is based on a structured
but iterative literature-based search rather than a fully systematic review. Rele-
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vant publications were searched across several academic databases and publisher
platforms, and the search was extended through grey-literature sources. How-
ever, privacy-related serious games are not always labelled consistently. Some
works use terms such as privacy awareness, data protection, online safety, cy-
bersecurity, digital literacy, or game-based learning instead of privacy literacy
or serious games [20, 13, 38, 15, 18]. Additional relevant cases may therefore exist
that were not identified during the search.

The inclusion criteria also required privacy to constitute a substantial part of
the learning objective. This helped to delimit the analysis, but it may have under-
represented games in which privacy is only one element of broader cybersecurity,
online-safety, or digital-literacy education. Future research could examine these
boundary areas more systematically and distinguish between games in which
privacy is the primary learning objective and those in which it forms part of a
broader intervention.

Second, the sources vary substantially in scope and detail. The grey-literature
cases listed in Table 1 were retained because they document practical resources
that would be missed by restricting the overview to peer-reviewed work, but
not every comparison dimension was available for every case. The outcome cat-
egories therefore summarise only the direction and consistency of reported find-
ings; they are not standardised or directly comparable effect sizes, and cases
within a category may differ in evaluation design, measurement instruments,
and empirical support. Participant numbers are likewise not directly compara-
ble because some sources report multiple phases, shared samples, or incomplete
data. Although Space Shelter and Reality River were treated as separate game
cases, their intervention-level outcomes came from the same classroom study and
should not be interpreted as independent evaluations [38]. Assigning one primary
target group and one primary context also simplifies cases that address multiple
audiences or settings. Where no implementation or evaluation was documented,
context coding relied on intended rather than observed use.

Third, transferability remains largely untested. The discussion of potentially
transferable target groups, contexts, topics, and mechanics is based mainly on the
reported designs of the games rather than on empirical studies in new settings.
Concrete claims about transferability would require games to be adapted and
evaluated with different audiences, privacy topics, or contexts of use. Future
work could, for example, examine whether games developed for children can
also support adult privacy learning and whether mechanics such as role-play,
perspective-taking, feedback, and simulated consequences can be applied across
different privacy topics.

Further research should also address privacy areas that remain weakly repre-
sented, including smart-home privacy, workplace privacy, AI-related data prac-
tices, and informal adult learning. Evaluations would benefit from larger and
more diverse samples, direct behavioural or task-based measures, delayed follow-
up assessments, and comparisons across learner groups and stakeholders.
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7 Conclusion

This paper presented a structured overview of 27 analytical cases concerning
privacy-related serious games and game-based learning interventions, drawing
on academic publications and grey literature. The identified cases demonstrate
that privacy education is addressed through a diverse range of digital, ana-
logue, and hybrid formats, including simulations, escape rooms, board and card
games, chatbot and wearable games, interactive learning units, and hybrid activ-
ities. Common mechanics include decision-making, role-play, perspective-taking,
quizzes, puzzles, feedback, and simulated consequences. The games cover top-
ics ranging from social-network disclosure, digital footprints, privacy policies,
data protection rights, and device permissions to deceptive patterns, privacy by
design, and commercial data practices. Awareness and reflection are prominent
objectives, but some cases extend beyond these goals by addressing knowledge,
privacy-related competences, self-efficacy, privacy-design skills, behavioural in-
tention, or privacy-related behaviour.

The available evidence presents a promising but fragmented picture. Evalua-
tion approaches range from controlled and comparative designs to pre/post, lon-
gitudinal, qualitative, observational, and exploratory studies, while eight cases
had no formal effectiveness evaluation. Clear or indicative positive findings were
reported for several learning outcomes, but mixed and limited results were also
common. Because the interventions, participants, measurements, and evaluation
designs differ substantially, the findings do not show that a particular game for-
mat, mechanic, or target group consistently produces stronger outcomes. More-
over, most evaluations concern immediate awareness, knowledge, competences,
or intentions, whereas sustained real-world behavioural change and longer-term
effects remain rarely examined.

Several broader patterns emerge from the overview. Younger audiences are
strongly represented, with 18 cases primarily addressing children, tweens, adoles-
cents, or young adults. Formal education and facilitated non-formal or research
settings account for 17 of the 27 cases. Adult learning, self-directed or every-
day use, workplace privacy, smart-home privacy, and AI-related data practices
remain comparatively underrepresented, and transferability across audiences,
settings, and privacy topics is rarely evaluated empirically.

Overall, the analysed cases show that serious games can make privacy is-
sues more tangible, interactive, and open to reflection. They provide diverse ap-
proaches to privacy education and several encouraging learning outcomes, but
the field does not yet offer robust evidence that these effects consistently transfer
to durable privacy-protective behaviour. Future work should therefore combine
broader thematic and contextual coverage with more comparable outcome re-
porting, behavioural and task-based measures, delayed follow-ups, and greater
attention to differences between learner groups and stakeholders. It should also
examine whether repeated exposure supports continued learning and reflection
or leads to habituation.
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